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Abstract. We extend the modal logic of ambients described in [7] to thedfbient
calculus, including name restriction. We introduce logicatrgpors that can be used
to make assertions about restricted names, and we studyptbekerties.

1 Introduction

The tecalculus notion of name restriction [12], initiplintended to represent hidden communi-
cation channels, has been used also to represdaéehiencryption keys [2] and as the basis for
definitions of secrecy [2, 4]. In the context ofettambient calculus [6], name restriction can be
used to represent hidden locations and (by extetpa [4] and [5]) secret locations. In general,

we would like to have process calculi where we capresent protocols for creating shared en-
cryption keys and secret locations; name restnicteems crucial to all this.

In Te-calculus notation Mn)P is a restriction of the namein the proces®, meaning thah
is not currently known outside the scopePofThe prefix ¢n) is more a bookkeeping device than
a barrier. It is quite possible fé&*to communicat@ to some external process; then the restriction
(vn) must be formally pushed outwards to encompasséve scope oh and maintain the scop-
ing invariant; this procedure is callechme extrusionProcesses are considered equivalent up to
extrusion; that is, extrusion is not regarded @smputational step. Conversely, when a name is
forgotten in part of a process, the scopewaf)(may be restricted; this is called nanmérusion
Manipulation of ¢n) prefixes includes, in particular, renaming andapping of prefixes, so that
there is no obvious way of talking about “the firgtstricted name” or any particular restricted
name of a process.

The ambient calculus can be regarded essentiaynaxtension of the-calculus with dy-
namic location structures. In [7] we present a mddgic for describing properties of ambient
calculus processes, with particular emphasis omesging the structure and evolution of hierar-
chies of locations. Much of that logic can be apglidirectly to thewcalculus. However, in [7]
we left out name restriction; we now intend to fitlat gap in a way that can be applied both to
the -calculus, where names are channels, and to thaearnbalculus, where names are loca-
tions. In both cases, we need to investigate tigickl properties of name restriction.

In our existing logic we can describe detailed pdjes of processes. If we now consider
restriction, what does it mean to describe prosrtif restricted names? We would like to be able
to say, for example, “a shared key is establishettMeen locationa andb”, or “a secret location
is created that onlg andb can access”. In a protocol that establishes shelesl secrets, the se-
crets are typically represented by restricted narfibe problem is that there is no obvious way
to talk about such restricted names in the spediifi of the protocol. We might be tempted to
use ordinary existential quantification, and sayeite exists a name shared between locations
andb”. But this is not good enough, because we want tfzane to be fresh and unknown to other
locations or potential attackers.

Therefore, we want a new form of quantification tltan be read as “in the process there
exists a restricted name which we shall cakind such tha®”, wherex is a variable that ranges
over names, an@ is some property that may involve Let us indicate this quantifier agx)%;
this formula is meant to correspond somehow to@pss of the formvn)P wherex denotesh.
However, since\n) can float, the matching o) to any particular¥n) is not obvious.

This means that the logical rules of our tentaiwe)%? quantifier are going to be fairly com-
plex, or at least unfamiliar. We have approaches tomplexity by splitting x)$7 into two op-



erators; one for quantifying over fresh names, and for mentioning restricted names. The first
operator is the Gabbay-Pitts quantifi®x.%2, adapted to our context: it quantifies over alhmes
that do not occur free either in the formutaor in the described process. The second is a binary
operator (not a quantifier) calleévelation n®%, which means that it is possible to reveal a re-
stricted name as the given nameand then asse#. (Revelation fails to hold if it would lead to
a name clash in the process.)

We investigate the properties o®% and !x.%7 separately. We combine them to define
(VX4 as 1x.x®%4, and then we study the derived properties\od .

2 Summary of the Ambient Logic

In this section, we provide a quick summary of #mabient calculus. Although this summary is
technically self-contained, we assume some knowdeafd6]: see that paper for discussion and
motivation. We also summarize the ambient logi@td in [7]. Again, this is self-contained, but
knowledge of that paper will help. Two new operataevelationand its adjunchiding, are in-
troduced here, and are discussed in the followigfiens.

2.1 The Calculus
The syntax of the ambient calculus is defined ia fbllowing table:

Processes

I P,Q,R::= processes M = capabilities
(vn)P restriction n name
0 void in M can enter intv
PIQ composition outM can exit out oM
P replication openM can operM
M[P] ambient € null
M.P capability action M.M’ path
(n).P input action
(M) output action

The set of free names of a proc&ssvrittenfn(P) is defined as usual, where the only binders
are restriction and the input action, so thgt{vn)P) = fn((n).P) =fn(P)— {n}.

We write P{n — M} for the substitution of the capabilitiyl for each free occurrence of the
namenin the proces®. Similarly for M{n — M’}. We identify processes up to renaming of bound
names; that is, we assume, far¢ fn(P), that Yn)P = (vm)P{n —~m} and (n).P = (m).P{n— m}.

We use some syntactic conventions. We use pareggHes precedence. The procdss
often omitted in the context§0] andM.0, yieldingn[] and M. Composition has the weakest bind-
ing power, so that the expressiomjP | Q is read (¢n)P) | Q, the expressiorP | Q is read (P)
| Q, the expressioM.P | Qis read M.P) | Q, and the expressiom).P | Q is read (0).P) | Q.

Structural congruence is a relation between praeessed as an aid in the definition of re-
duction. With respect to [6], the structural rukes replication have been refined.

The reduction relation describes the dynamic betraef ambients. In particular, the rules
(Red In), (Red Out) and (Red Open) represent mighilvhile (Red Comm) represents local com-
munication (see [6] for an extended discussiony.&ample, the procesgp[out a in b. (m)]] |
blopen p (n). n[]] represents a packet that travels out of hosa and into host, where it is
opened, and its contentsare read and used to create a new ambient. Theegereduces in four
steps (illustrating each of the four reduction g)l& the residual procesf] | b[m([]].




Structural Congruence

1
Struct Res Res)

IP =P (Struct Refl) (vn)(vm)P = (vm)(vn)P (
P=Q = Q=P (Struct Symm) (vn)0=0 (Struct Res Zero)
P=Q, Q=R = P=R (StructTrans) (vn)(P|Q)=P| (wn)Q if n¢fn(P) (Struct Res Par)
(vn)(M[P]) = m[(vn)P] if nZm  (Struct Res Amb)

P=Q = (vn)P = (vn)Q (Struct Res)
P=Q = P | R=Q|R (Struct Par) P|oO=P (Struct Par Zero)
P=Q = IP=1Q (StructRepl) P|Q=Q]|P (Struct Par Comm)
P=Q = n[P] =n[Q] (StructAmb) (P|Q)|R=P| QIR (Struct Par Assoc)
P=Q = MP=M.Q (StructAction) 10=0 (Struct Repl Zero)
P=Q= (MP=(M.Q (Structinpul (P|Q)=!P|!Q (Struct Repl Par)
eP=P (Structe) IP=P]|!IP (Struct Repl Copy)
(MM).P=MM.P (Struct ) IP=1IP (Struct Repl Repl)
Reduction
" nfinm. P Q]| MR — min[P Q] | R (Red In)

minfoutm. P | Q] | Rl — n[P | Q] | M[R] (Red Out)

openn.P|n[Q] —P|Q (Red Open)

(n).P | (M) — P{n-M} (Red Comm)

P—Q = (vn)P— (vn)Q (Red Res)

P—Q = PIR—QJR (Red Par)

P—Q = n[P]—n[Q] (Red Amb)

P=P,P—QQ=Q = P —Q (Red=)

—" reflexive and transitive closure ef>
2.2 The Logic

The syntax of logical formulas is summarized beldwis is a modal predicate logic with classi-
cal negation. As usual, many standard connectivesrderdefinable; we tak€, -, O, &, V as
primitive, andF, =, [, o, 3 as derived.

Logical Formulas
[

n a hamen or a variablex
A, B, C = formulas N[l location
T true SA@n location adjunct
-4 negation ne®% revelation
A0B disjunction N revelation adjunct
0 void (o) sometime modality
A\ B composition A somewhere modality
P>B composition adjunct VXA universal quantification

L |
The meaning of the formulas will be given shortlyterms of a satisfaction relation. Infor-
mally, the first three formulas (true, negatiorsjdinction) give propositional logic. The next five
(void, composition and its adjunct, location anslaidjunct) describe tree-like structures of loca-
tions. Revelation and its adjunct are new to thaper, and are discussed in detail later. The two
spatial and temporal modalities make assertionsiafimtes that may happen “further away” in
space or time respectively. Quantified variablasgge@only over names: these variables may ap-




pear in the location and revelation constructs, trir adjuncts.

The collections of free name®)(%), and free variablesy(%), of a formulas are defined
along standard lines, keeping in mind that theeeray name-binding constructs and just one vari-
able-binding constructx.49).

Aformula$Zis closed iffv(%4) = g. SubstitutiortZ{ n — W} of a name or variablg for another
name or variablg in a formula%?, is defined in the usual way. We identify formulag to renam-
ing of bound variables, that is, we assume the it ivx.%7 = Vy.S9{ x — y}, wherey ¢ fv(%). We
often writen[] for n[0], & for #>F, and<™ for = 4.

2.3 Satisfaction

The satisfaction relatioR E 4 means that the proceBssatisfies the closed formufd. The def-
inition of satisfaction is based heavily on theustiural congruence relation. The satisfaction re-
lation is defined inductively in the following tad, wherdT is the sort of processe®,is the sort

of formulas3 is the sort of variables, anlis the sort of names. We use similar syntax fajital
connectives at the meta-level and object-level,thigtis unambiguous.

The meaning of the temporal modality is given bguetions in the operational semantics of
the ambient calculus. For the spatial modality, mezd the following definitions. The relation
P! P’ indicates thaP containsP’ within exactly one level of nesting. TheR)} P’ is the reflexive
and transitive closure of the previous relatiorigating thatP contains?’ at some nesting level.
Note thatP’ constitutes the entire contents of an enclosedbiemt.

PIP iff 3n,P”. P=n[P]|P”

" is the reflexive and transitive closure bf

Satisfaction

IVPeI‘I. PET I
VPel, Ged. PE-S A SPEY

VPeN, 4, Bed. P E 4118 2 PEYOPES

VPell. PEO A P=0

VPeN, 4, Bed. PESA|B £ PP eN.P=P|P" OP EAOP" EDB
VPel, 4, Bed. P E >3 £ VPeN.PEA=PIPEDB

VPell, neA, De . PE N4 A FPen.P=nP]OPEZ

VPell, Fed. PEZ@n 2 P EF

VPel, ne\, Ae . P E n®¥A £ FPeM.P=(vnP’ OP' EZ

VPell, Fed. PE%Cn £ (vn)PESA

VPel, Ged. PE O 2 FPeN.P-"POPEY

VPel, Hed. PE<Z 2 FPeN.PI'POPESA

VPell, xed, e d. PE Vx4 2 VmeA.PEZ{Xx-m}
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Again, all these logical connectives are described discussed in [7], except for revelation
and its adjunct, which are the subject of Section 3

Remark:Given our policy of identifying formulas up to theenaming of bound variables, we
need to check that satisfaction is well definedhwigspect to the equatid’x. %7 = Vy.S X~ y},
wherey ¢ fv(4). We need to show for all procesdesformulas?, and variableg andy such that
y ¢ fv(4) thatP E Yx.Zif and only if PE Vy.S%H{ x — y}. By definition, P E Yy.%{x — y} if and only

if VmeA. PE {x—yH{ y—m}. Sincey ¢ fv(49), we have{ X - y{ y—m} = {x—m}. There-
fore,PE Vy.9{x ~y}if and only if VmeA. P =% x— m} This is the definition of satisfaction for
Vx.4. So it follows thaty ¢ fv(%) implies thatP E Vx.%4 if and only if P E Vy.S4{x—y}. O



Fundamental Lemmas
The following lemmas are crucial in what follows.

2-1 Lemma (Satisfaction is up to=)
(PE40OP=P)=PEZ O

2-2 Lemmas (Inversion)

1) P=Q = fn(P)=n(Q)

2) (vnP=0 = P=0

B) (vnP=m[Q] = JReN.P=mR] 0Q=(vn)R (forn#m)

(4) vnP=Q'|Q" = IR,R"eN.P=R'|R"0Q =((WnR 0Q" =(Vn)R" O

Remark.It is not true that ¢n)P = (vn)Q implies P = Q. TakeP = n[] and Q = (vn)n[]; then
(vin[] = (vn)(vn)n[] but n[] Z (vn)n[]. O
2-3 Lemma (Fresh renaming preservet)

For all closed formula$?, processe®, and names, m’,
if m'¢ fn(P)Ofn(%d) thenPE A = P{m—m’} EA{m-m’}. O

The proof of Lemma 2-1 is an induction on the sture of%. See [8] for Lemmas 2-2. The
proof of Lemma 2-3 is by induction on the numbersgimbols in the closed formufg, which is
unchanged by substituting a name for a variablarather name; this proof is an extension of the
analogous one from [7] with cases for revelatiod &iding. It is common for semantic properties
of the T-calculus and its descendants to be preserveddshfrenaming; an early example is a
fresh renaming lemma for strong bisimulation in tréginal article on thawcalculus [13, 9].

2.4 Validity

Valid Formulas, Sequents, and Rules
A closed formula is valid when it is satisfied bif processes. A general formula is valid when it
is valid under any closed instantiation of its fregriables with names.

More precisely, ifv(4)={xi, ..., X} are the free variables 67 andp €9 - A is a substitution
of names for variables such thadn($) Ofv(4), then we write,, for A xq — ¢ (X1), ..., Xk — D (X},
and we define:

Valid Formulas

V@), 2 YPeM.PED, for hed — A with dom(e)Ifv(Z)
VId@) & Voef(D) A vId@),
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We use validity for interpreting logical inferenceles, as described in the following tables.
We use a linearized notation for inference rulebeve the usual horizontal bar separating ante-
cedents from consequents is writtdhin-line, and *;" is used to separate antecedents.
Sequents are interpreted as follows. A simple satigg- B is interpreted as the validity of
the formula¥=%3. Sequents with conditions about disjointness afalzles, or disjointness of
variables from names, are reduced to simple seguastdescribed below. Equality of nanmest
is definable in the logic ag[T]@p [7].

Sequents
"G B 2 VdI=D)

Ar B M1EUL - NeEtn) 2 (Ne#Ele 0. One#pn OA) - B
A4+B(E) &2 (AFBE)DBFA(E) where= =N, ..., Nn#Hn

For example&Z+ B meansV$efv(A=B) - A. VPell. PE %y = P F By,
Logical rules are interpreted as follows, whefrare sequents (any of the three forms above,



including sequents with side conditions and dowggquents):

Rules
[ 1

61; ...;(Sn %(So £ ((51 ... D(jn) = CSo
SidtS, & St O St
L I
The definition of validity for formulas with freeariables allows us to handle quantification
over names. We obtain the validity of the followistandard rules for the universal quantifier,
and for the definable existential quantifier:

Quantification

I (VL)  Dx-n}+-B t VxA+B wheren is a name or a variable
(YR) 9+B t A+YxB wherex ¢ fv(9)
(AL DB} IXD-B wherex ¢ fv(B)
3AR)  FFB{x—n} t I+ IxB wheren is a name or a variable
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Remark:(V R). The distinction between variables and names in fdas, and the use of vari-
ables (as opposed to names) in quantificationusied for (v R). The version of{ R) with names
instead of variables:

A+B t A-YnB wheren ¢ fn(9),
is not sound. Consider the valid sequefit ] - = n[T]. If quantification binders were names, then
the rule ¥ R) could be used to producdg T] - ¥n.=n[T], which is not valid. Since quantification
binders are variables, one can only dedonf€] - Vx~n[T]. O

Remark:(V L). The use of substitutions that admit variables, didiion to names, inY L), is
crucial. Otherwise, ifY L) is formulated a$Z{x—m} - B  YxZ+ B, there does not seem to
be any way to derive, for example:

A B t IXA+ IXB
which is obtained by starting frof#{ x— x} - 3 and applying ¢ L) and then ¥ R).O

A number of proof principles can be derived fronettiefinition of validity:
Instantiation Principle. Let S be a one-directional sequent, then, for aqy
(Inst) & ¢ S{xn}

Substitution Principle.Let B{-} be a formula with a set of formula holes, indicedtey —, and let
B{ 4} denote the formula obtained by filling those holeith &4, after renaming the bound vari-
ables of3 so they do not capture free variablessaf

(Subst) ' 4+ + B{A} ++ B{F}

Case Analysis PrincipleA case analysis principle is useful for proofs itwiag equality and in-
equality; inequalities often occur as side-condig®f primitive and derived rules. A predicéte

is classicaliff Vefv(SA) - A. {P|PE %y} € {I, g}. Note thatT, F, andn=p are classical pred-
icates; so i§27, for any (meaning tha# is unsatisfiable), and so is the conjunction, disjtion,
and negation of classical predicates. ¢t} be a one-directional sequent with a set of formula
holes, and4 be a classical predicate. Then:

(Case Analysis)S{T}; S{F} t S{Z}

3 Revelation

We now study the logical connective®% (revelatior), and4On (revelation adjuncor hid-
ing). These connectives make assertions about resdritimes that occur in processes.



3.1 Satisfaction

The formulan®% is used taeveala restricted name; it is read “revepthen$”, wheren is ei-
ther a namen) or the occurrence of a variablg) that denotes a name. A procd3satisfies the
formulan®% if it is possible to pull a restricted name ocdag in P to the top and renameii,
and then strip off the restriction to leave a regtlprocess that satisfié&

We cannot rename a top-level restricted namP af n if n is already free irP. Therefore,
a revelation formula provides a way of testing foe free names of the underlying proc&as
we discuss below.

The inverse (technically, the adjunct) of revelatis calledhiding: <9On, which is read
“hide n thens?". A processP satisfies the formul&@On if (vn)P satisfiess, that s, if itis possible
to hiden in P and then satisfyd. The satisfaction relatioR = &7 for revelation and hiding is re-
peated below:

Satisfaction for Revelation and Hiding

[
PEN®Y 2 IPeM.P=(WnNP' OP EZ
PE%0On (vnPESA
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Here are some simple examples:

> 1>

(vmn[] £ n®T because[] E T

OEN®T becaus® = (vn)0andOE T

= n[] En®T because there is no process)P’ = n[]
(vm)m[] E n®n[] because¥m)m[] = (vn)n[] andn[] & n[]

m[] E (n®n[]) ©m becauseym)m[] E n®n[]

Revelation gives us a way to talk about the free“kmown”) names of a process. This can
be embodied in a derived operaton@atisfied by a proced3iff nefn(P). Several other derived
connectives can be imagined:

Examples of Derived Connectives
[ 1

©n £ -n®T containg free (it is not possible to reveg)
closed £ -3x.0x no free names

separate £ 23x.(Ox | ©X) no shared free names

atmostfrea) £ closed®n contains at mogy free

For clarity, we expand the definitions of theseided connectives:
Expanded Definitions

[
VPell. PFON iff =~3P’eMN. P=(vn)P’ iff  nefn(P)
VPell. PFclosed iff YneA.3P’el. P=(vn)P’ iff fn(P)=g
VPell. PF separate iff =3IneA.3IP’,P"elM. P=P’ |P" Onefn(P’) Onefn(P”)
VPell. PF atmostfreen iff VYmeA. 3P el. (vn)P = (vm)P’ iff  fn(P) O {n}
L
Examples:

nf] E©n because.3P’el. n[] = (vn)P’

(vm)m(] E closed becaus&neA. (vm)m[] = (vn)(vm)m(]

nl | m{J | (vp)(pll | p[]) F separate
3.2 Rules

Before giving our set of primitive rules of reveian and hiding, we discuss the most interesting



properties of ® and® that are derived in this section. In order to erapilae some symmetries,
we use here a combination of primitive and derivekbs.

First, the cancellation and swapping propertiedaible restriction,\(n)(vn)P = (vn)P and
(vn)(vm)P = (vm)(vn)P, are inherited by both ® an®:

N®N®HA ++ N®A N®EMBHA + MBN®A

AONON H- AOn AOMON+ AONOmM
Next, consider the combinations:

n®(4On) (n®9)On

We see easily thdt E n®(ZOn) means thal = &2 and thang fn(P), whereng fn(P) can be written
also asP F n®T. Instead P F (n®%A)On means that, although may not satisfy, if we hiden
in P we obtain something where we can reveadnd satisfy*4. For example, \(m)n[m[]] ¥
m®m[n[]], but (vm)n[m[]] E (n®m®m[n[]]) On, becauseyn)(vmn[m[]] = (vn)(vm)m[n[]] F
n®m®m[n[]]. In other words,P E (n®A)On means that we can satis® by hiding the name
of P, and revealing a possibly different restricted aofiP asn. We obtain the properties:

n®(AOn) - 4 0n®T

n®(A0n) - A4 A (N®A)ON
n®(AOn) F 40n AN+ (N®A)On
n®(ZOn) - n®A n®YA F (N®A)On

The interactions of ® an® with | are the most interesting, and the most ctaxpThere are
basically three distribution rules: distribution & over | in both directions (with a constraint),
unrestricted distribution a® over | in one direction, and distribution o®((-)On) over | in both
directions.

n®( | N®B) 4 N®A | N®@B
(@ B)ON AN | BON
n®((Z | B)On) - N®(AON) | n®(BON)

The first rule embodies the scope extrusion rue)(P | Q) = ((vn)P) | Q if n¢fn(Q). This
can be seen more clearly if we note thg@fn(Q) is equivalent taQ = (vn)Q; then the extrusion
rule can be written av()(P | (vn)Q) = ((vn)P) | ((vn)Q) with no side condition.

The second rule implies that ¥1G)(P | Q) F $7| B then itis possible to distribute the restric-
tion so that yn)P E 47 and ¢n)Q E B; this is a consequence of Lemma 2-2(4).

The last rule looks mysterious, but has a simplerpretation. According to one of the
equivalences above, it can be rewritten@3 ) On®T - (4 On®T) | (B On®T); that is, the
namen does not occur in a parallel composition iff it@®not occur in either component. The
right-to-left direction is actually a derivable rul

A similar set of rules holds for distribution of @d © overn[-]:

n®mM[] -+ mn®%] (n£m)
M On - m[A0n] (n£m)
n“AOn -+ F

n®(M[A]On) - Mn®(AAON)] (n£m)

The distribution oh®- overm[-] (first rule) holds in both directions as long ast m.

The distribution of-©n overm[-] (second and third rules) comes in two cases, ddpg
on whethem=m. In each case, the right-to-left direction is dafle. Fromn[T]On - F we can
deriven®T I - n[T], which means that if a namedoes not occur free in a process, the process
cannot be a location named



The distribution o ®((-)On) overm[-] (fourth rule) is derivable in both directionsoim
the first two rules. Again, this rule can be reveit asn[%Z] On®T - m[%Z On®T] (n# m); that
is, the namen does not occur in a location iff it is distinctdm the name of the location and it
does not occur inside the location.

Finally, ® and® commute in one direction:

m®(AOn) - (M®A)On

We now take the following set of rules as primitiies., we verify their validity in the mod-
el). The first group handles double revelationtdmition of ® over[], congruence of ® with,
the adjunction rule connecting ® ai®, and the rather curious but very useful fact thatom-
mutes with®. The other three groups deal with the interactioh® and© with 0, |, andn[-].

3-1 Proposition (Validity: Revelation Rules)

®)  } x®x®Z - x®A @®]) x| x®B) 4 x®@ | x®B

(®®) | x®yRAF yOX®A (S]) t (A|B)OXF+ AOX| BOX

@D  x®EIB)Fx®AUX®A (®O|) t x®(Z | B)OX) - x®(AOX) | X®(BOX)
@®Fr) F+B t x®A+ x®B

(@®0) n®AFB 3t A+ BON @n[) | x®y[F] 4 Y[x®HA] (x#Y)
(© =) b (=D OX - = (AOx) (©n)) b VIDIOXEF y[AOX]  (xZY)
(S >F) + FFOx - FF (On) XAk F

(®0)  x®0F0
(S0) t 09x+-0 O

From the rules that we have validated in Proposifel, we can derive a large collection of
facts by logical deduction, including the following

3-2 Logical Corollaries (Case Analysis)

Let C7 be a classical predicate (typicallyjis a side condition of the form# y).
(CA|D) b (CIO09) | (CIOB) 4 CIO(A | B)
(CA |=) b (Cl= D | (Cl= B)+ Cl= (A|B)

(CAN D | Z4C/09) 4 CIO449) wherez may occur inG/
(CA®D) ¢ Z®(C/09) - Cl O z®0A wherezmay occur inC/ O
3-3 Logical Corollaries (Revelation)
()  + AOXOX - AOX (S]) | AX|x®(BOX) + (| B)Ox
(O O) +AOYOX+ AOXOy t (A | B)OX - AOX | BOX
(® O R)t D+ (X®A)OX (O ®) A+ (X®A)Ox
b X®A - (X®L)Ox hence: { x®(ZOX) F x®A
@ OL) b x®(AOX) L @®OO) t x®(Z OBOX) 4+ x®A 0B
b X®(AOX) - AOX hence:  x®(BOX) 4 x®T OB
@ 09]) t x®(Z | B)OX) (@®OO) t x®(Z OBOX) - x®A 0B
- X®(ZOX) | x®(BOX) (OF) FA+B t A+ BOX

@] ®) t x®(X®H | x®B) 4 x®Z | X®B (® O |)  X®((Z | B)OX) - X®(AOX) | x®(BOX)
t X® | x®B 4+ (X®L | x®B)Ox (® O | ) t Xx®((A | B)OX) F (X®A)Ox | (x®B)Ox

(|®O) ¢ x| x®(BOX) F x®(@ | B) (@ 0]) x®T O(Z|B) 4 (x®T 0FD) | x®T UB)

(| ®) t AX|Xx®BF (A | x®@B)Ox  (® =) (x®T=F) | X®T=B) - x®T = (¥ | B)

@D Ix®FOB) 4+ x®AOx®B  (On]) Y[AOX-y[AOK (xZY)

@0 | x®FAOB)F x®F Ix®B (O n)) tXAOx4-F

hence: { xX®%Z - x®Z O x®T (@®) | (x®@D)@x - F

(®F) [x®FFF (@ ® 2) | (XD @y 4F X®(F@yY) (X#Y)



(OT) TH-TOx ® O ) ¢ x®Y[Z]OX) 4 yX®(DOX)] (x#Y)
(OF) FOx-F @0n) tx®T Oy[F] 4+ y[x®T 09 (x2Y)
(OD) HAOB)OXAAOXOBOX (O ® %)  x®(AOY) - (XBA)Oy

(D F(@UB)OXxHAOxOBOx (®3F) Ixy®A - y®IXHA wherexzy
(90) OFO0Ox @®V) | y®YXAH+ VYxy®Z wherexzy O
(®=0) tx®=0F =0

Remark.The derived rule (- 0) says that if we reveal a restricted name and fiod-0, then the
original process is also ndi-That is, non@-ness cannot be hidden by restriction. Considar, fo
example, the procesd= (vn)n[]. Under many standard behavioral equivalercege haveP =
0[11]. However, we hav® E n®=0, and hence by (& 0), we have thaP E - 0. This example
shows quite clearly that our logic is finer tharmstiard behavioral equivalences, and that it can
inspect the structure of restricted proces&és.

4 Fresh-Name Quantifier

In this section we define a formul&x.%2, with the meaning “for fresk, & holds”. Here, “fresh”
means, informally, distinct from any name that ntiglash with an existing name.

The set of free (i.e., non-fresh) names that odoua process or formula is always finite;
hence sets of fresh names are always cofinite dffnite set is the complement of a finite set with
respect to an infinite universe, which, in our casahe countable universe of namg3 If there
is a suitable fresk, then there are infinitely many of them, since@sh name can be replaced by
any other fresh name. Therefore, “freshness” caexdpeessed formally as the existence of a cofi-
nite set of interchangeable names [10]. Wekis€S) for the collection of finite subsets of a <&t

4.1 The Gabbay-Pitts Property
We would like to obtain the following property fdrx.57:

PE Ix4 = dmeA. m¢fn(P.%9) OP E {xm}

That is,P E ' x. 9 iff there exists a fresh nanma such thaP £ { x — m}.

This definition is given by existential quantifiéah over fresh names. Remarkably, there is
an equivalent definition based on universal quécdtion. The equivalence of these two defini-
tions is based on a deep property of the logic (bem2-3), and will be used to great effect later.
We state the equivalence as follows: there existesh namem such thaf = 9{x— m}, if and
only if for all fresh namesn we haveP £ ${x— mj}:

4-1 Proposition (Gabbay-Pitts Property)
VPell, Aed, NeFin(A).
N O fn(P,%2) Ofv($d) O {x} =
EmeA. MgNOPE A xm}) = (VmeA. mgN= PE Z{xmy})

Proof
AssumeN 0O fn(P,%2) andfv(%9) O {x}.

Casell ) AssumevVmeA. m¢N = PE %4 x— m}. SinceN is finite andA is infinite, there is e
such thatp¢N. Then, by assumptior® E ${x p}. We have shown{peA. p¢N OP E
A X p}).

Case—=) AssumedmeA. m¢N OP E 9{x —m}; in particular,m¢ fn(P,59). Take anype A and as-
sumep¢N. If p=m we have by assumption th&F {x~ p}. Otherwise, if pzm then
pg NO{ m}; since fn(P . x— m}) O NO{m}, we have thap¢fn(P.S x—m}). By applying
Lemma 2-3 to the assumptidhE ${ x — m} we obtainP{m« p} E {xmH{ m« p}; that
is, P E ${x < p}. In both cases, we have shown th&lpeA. p¢N = P %{xp}). O
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4.2 A Gabbay-Pitts Logical Rule

We now want to formulate a Gabbay-Pitts propertyitar to Proposition 4-1, but expressible
within the logic. We are going to use extensiveig tidiomx#N Ox®T, for a quantified variable

X. The first part of this conjunction says that thamex is fresh with respect to a given set of
namesN that usually includes the set of free names dfrarfula of interest. The second part says
thatx is fresh in the “underlying process”, becausk n®T iff n¢fn(P). For a suitable choice of
N, the whole conjunction can be understood as satjiatx is “completely fresh”, both at the for-
mula and process level, in a given situation.

Notation

» ForNeFin(AO9) we define the formulan#N £\ en(NAW).
For anyP and closedr#N, we haveP E m#N iff m¢N.

o Letfn(®) 2 n(@)0V(S), so thatfin(@)eFin(ADS)

With this understanding, the following propositistates the single rule (schema) that we
add to our logic in order to capture “freshnessidastablishes its soundness. Note that this rule
holds for open formulas.

4-2 Proposition (Validity: Gabbay-Pitts)
(GP) | 3x.x#N Ox®T OA - Vx. (N Ox®T) = F
whereNeFin(AO8) andN O fnv($4)-{x} and x¢N

Proof

AssumeN O fnv(%)-{x} and x¢N. We need to show that the sequent is valid, teahiat
Yoe((@)-{x) - A, PeM. PE @x 3N Ox®T 0D)y = PE (Vx. XN Ox®T = D)y.

(1) F Ix N Ox®T 0D+ Vx. )N Ox®T = A
Take anyp e(fv(A)-{x}) - A andPell, and assum® F (Ix. x#N Ox®T 0%A)y. That is, as-
sumedmeA. m¢ Ny Ofn(P) O P F Qy{ x — m}, where Ny Ofn(P) Ofn(P $25) andfv(¢4y) O {X}.
By Proposition 4-1, we obtaidmeA. m¢NyOfn(P) = P F 4y{x—m}, that is P F (Vx. %N
Ox®T = D).

(2) t Vx. N Ox®T = Z+ Ix x#¥N Ox®T 0F
Take anype (fV(A)-{x}) - A andPell and assum® E (VYx. XN Ox®T = HA)y; that is as-
sume ¥meA. méNyOfn(P) = P E Ay{ x - m}), where Ny, Ofn(P)Ofn(P $4y) andfv(S,) O
{x}. By Proposition 4-1, we obtaiimeA. m¢NyOfn(P) O P F Ap{x~m}, thatisP F (Ix.
X#N Ox®T 09)y. O

Remark.(GP) gives us a way to prove thek 54 - Ix.%4. This depends on the fact that the set of
names is non-empty, and is obviously not derivelbden the normal quantifier rules. Také=
fnv(%)-{x}. Starting from% + 4, by right weakening and quantifier introduction whtainVx.
A Vx. N Ox®T = 4. Again starting from$Z + &2, by left weakening and quantifier introduc-
tion we obtairdx. x#N Ox®T OX  Ix. 4. By (GP) we haverx. x#N Ox®T = A+ Ix. x#N O
x®T O%4. Hence, by transitivity we obtaivx. 4+ 3Ix. 2. O

4.3 Fresh-Name Quantifier

Without extending the syntax of our logic, we ceefide quantification over fresh nameks(.%,
as follows:

4-3 Definition (Fresh-Name Quantifier)
Ix4 & I x#HInA)-{x}) Ox®T 0¥ O

Hencefn(!x.%) = fn(%4) andfv(1x.5) = fv($4)-{x}.
Note that the right-hand side of this definitionmads on the set of free names and variables
of &4. Therefore, this is not a definition within thedi, but rather a meta-theoretical definition
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(or abbreviation) that should always be understinats expanded form. Any general theorem or
derived rule involving! x.%Z will in fact be a schematic theorem or rule witbspect to the free
names and variables &, in the same way that (GP) is a rule schema.

By (GP) (Proposition 4-2) we have:

IXF - VX, )n(D)-{x} OXx®T = ¥
In terms of satisfaction, we obtain:

4-4 Lemma P E 'x9)
PE Ix4
iff ImeA. m¢fn(P.9) OP E S{x~m}
iff VYmeA. m¢fn(PA) = PE & x—m} O

Therefore,! x$4 can be understood as saying either that therdneshh namex such thatd
holds, or that for any fresh nanxewe have thaf4 holds. These formulations are equivalent be-
cause of the cofinite nature of sets of fresh narifakere is a suitably fresk such thatZ holds,
then any other fresh name will work equally welh, &ll fresh names will work. Conversely, if for
all suitably fresh named holds, since any set of fresh names is (cofinitd hence) non-empty,
there exists a fresh name for whighholds.

Remark.The meaning oft x.54 when% has free variables other tharis subtle. When we write
Ix...n... we intendx to be fresh w.r.t. any existing name, and in pararn; similarly, when we
write Ix. ..y... we intendx to be fresh with respect to any name denoteg.bgonsider?y. Ix.
y=x; this formula should not be valid. In fact, it @ntradictory because, by definition, it means,
Jy. y®T O 3Ix. xy Ox®T Oy=x. Similarly, Vy. x. y=x and3y. Ix. y=x are contradictory. (In-
stead,Ix. dy. x=y is valid.) I

The following rules are now derivable entirely wiitithe logic:

4-5 Logical Corollaries (Fresh-Name Quantifier)

(13) b IxZDHF Ix x#N Ox®T 0D whereN O fav&)-{x} and x¢N
(1Y) t V. éNOx®T = DA+ IxF whereN O faV(@)-{x} and x¢N
(=) |t =aIXDH 1x~F

(1)t IxE@]|DB) 4 (1xD) | (1x.B)

('F) FArB t XA+ IXB

(1) t IxXF4+9F wherex¢ (%)

(' n) b IXY[E] A Y[ 1X ] wherexzy

('R) FOMNDOX®TFB | A+ IxB whereN O fav(B)-{x} and x ¢ N O /(%)
(TL) FO#MNDOX®THB  IXAFB whereN O fav(@)-{x} and x ¢ N O fv(B)

(TE) @+ 1IxB; BOAMNOX®TFC  A+C  whereNO fn(B)-{x} and x¢ NOfv(C) O

Remark.Of particular interest (and difficulty) is the digtution of ¥ over |, rule ¢ | ):

b I B) 4 (1xD) | (1xB)
Distribution over | holds in one direction for unigal quantification, in the other direction for
existential quantification, and in both directiofts fresh-name quantification. This rule can be
understood informally as follows (this is a sketafithe formal derivation). In the left-to-right di-
rection we use the existential interpretationlofTake anyP; if P E Ix.(4 | B) then there are a
fresh namex and processeR’,P” such thaP = P’ | P” andP’ E &2 andP” E 3. Hence, there is
a fresh namea such thaP’ E %7 and again a fresh nanxesuch thaP” £ 3; thatis,P’' E 'x.% and
P" E 'x.B. ThereforeP = P' | P" E (1x.%) | (1x.DB). In the right-to-left direction we use the
universal interpretation of. Take anyP; if P E (1x.%) | (Yx.B) then there are processesP”
suchthaP =P’ |P” andP’ F Ix% andP” £ Ix.3. This means that for all namasfresh inP’
and¥, we haveP’ E % x~x’} and for all namex” fresh inP” and3, we haveP” E B{xXx"}.

12



Now, for all namegy that are fresh if®’, 4, P", B; we have thaP’ £ {x  y}andP" E B{xy}.
Thatis,P=P’ |P" E 1y.(#x<Vy} | B{x<y}) = Ix(Z|B).O

5 Hidden-Name Quantifier

As discussed in the introductionhadden-name quantifieshould be a construct of the logic that
allows us to talk about restricted names in proess®Ve would like to define a formulax)%7 to
mean, informally, that “for hidden name (hidden in the underlying process) holds. The in-
tention is that there should be some correspondbrtgeen the bindewk) in the formula, and
a binder yn) in a process that satisfies the formula. We take:
5-1 Definition (Hidden-Name Quantifier)

(V) & Ixx®¥ O

Hencefn((vxX)$2) = fn(%9) andfv((vx)$d) = fv($9)-{ x}. Moreover, by definition of!:

(VXA = Ix. x#fnv(A)-{x} Ox®T Ox®A
and, because of Logical Corollary 3-3(®, we can simplify this to:

(V)Y - 3x. xtnu(AD)-{x} Ox®@A
In terms of satisfaction, we obtain:

5-2 Lemma P F (vX)94)
PE (v iff
dmeA. m¢fn(P.S9) 03P’ eM. P= (vm)P’' OP' EA{xm} O
We have in fact experimented with several plausd#énitions for the hidden-name quan-
tifier, before converging on the one above. We hfotend that the following propertyyg-prop-
er), distinguishes the definition above from ottd&finitions of ¢x)$4 that turned out to be
unsatisfactory or flawed:
5-3 Proposition @x-proper)
For allneA, xed, Pel, and closedZe ®:
ngfn(P) OPE (W)(ANn-x}) = 3FPeN.P=wnP OPEX O

Corollary:P’ 94 = (vn)P'E (v)(n-x}). O
This property can be written in logical form a®T O (vX)((H{ n < x}) - n®%, for all n.
Remark.It is natural to first consider the simpler propert

(VNP EWX)(#An-x}) - PEZA (vx-1)

TheO direction is equivalent tovk-propef] ). However, the= direction is inconsistent with the
fundamental Lemma 2-1. Start witij] E n[]. By (vx-10) we obtain ¢n)n[] E (vX)X[]. Since
(vn)n[] = (vn)(vn)n[], by Lemma 2-1 we obtain thavg)(vn)n[] F (vX)x[]. Then, by ¢x-1=) we
obtain n)n[] E n[], that is wn)n[] = n[], which is contradictory by Lemma 2-2(1). The [nlem
is that we cannot expect ax) in the formula to match any() in the process, but only an appro-
priate one. Hence the refined statementwfroper)..]

The following rules for ¢x)%4 can be derived by the rules for revelation andliresme.

5-4 Logical Corollaries (Hidden-Name Quantifier)
(VVY) F YXOHENOX®T) = x®F - (VA whereN O fnu&)-{>} andx ¢ N
(v3I) b VA Ix N Ox®T Ox®A whereN O fnV(#)-{x} andx ¢ N
- 3Ix. Xé#N Ox®@A
(VR) ZO#NOX®TFx®B ¢ I+ (WX)B  whereN O fny(B)-{x} andx ¢ N O fv(%)
(VL) x®ZOxNFDB ¢t (VA B whereN O fn(@)-{x} and x ¢ N O fv(B)
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(VE) 9+ WXB; x®BOxNC + A+-C  whereN O fnu(@)-{x} andx ¢ N O fv(C)
(VE) FAFB t (WA (V)B

Vi) b (VX)(EOX) D wherex ¢ (%)

Vi) t F- VD wherex ¢ (%)

V®) t (V)(X®A) - (V)

VO) b (VX)(AOX) F (VA

(v0) t (vX)0-0

v b VYD) - Yi(v)9D] wherexzy

V1)t (VY@ ]X®DB) - (VD) | (VIB)

VOt (VX(EOX) | VX)(BOX) 4 (V)(Z | B)OX) O

Remark.We obtainVx. x®4 F (V)4 - 3x. x®4. However, there are no interesting rules for
= (vX)%4. 0O

Remark.This fails:
b (VWA D wherex¢ fv(9)

becausevn)(n[] | n[]) E ¥xx®(=0|=0) but (vn)(n[] | n[]) ¥ =0| =0. This is ®’s fault, not!’s:
n®% - 4 fails with the same counterexamplg.
Example
As an example of a specification containing a hidldeme quantifier, consider a situation where
a secret is shared by two locatiomandm, but is not known outside those locations.

We can state this as follows (recall than@ -n®T and thatP = ©n iff nefn(P)):

(vx) (n[©x] | M©X])

It reads: for a freshk, the namexis known atn andm, and is restricted anywhere else.
Expanding the definitions, we obtain:

P E (vX) (N[©X] | M©X])
= dreA.r¢fn(P)O{n,m} O3IR",R"eM. P= (vr)(n[R’] | M[R"]) Orefn(R’) Orefn(R")

The last line readd? satisfies the specification iff there exists a reamthat is fresh (not conflict-
ing with n andm or public toP), such that is known to the process&s andR” located ah and
m, and is restricted inside.

Here is a simple example of an implementation o #pecification:

P = (vp) (npl] | m{pll)

6 Related Work and Conclusions

We have introduced a logic for describing concuti@ocesses with restricted names. Most pre-
vious logics for concurrency have strived to delserproperties that are invariant under some
coarse process equivalence, such as bisimulatieca@se of our original motivation in describ-
ing location structures in detail, the propertiesdribed by our logic are much finer, and are in-
variant only up to structural congruence (see §lst} for a recent characterization). Because of
this, our logic is closely related to intuitionistiinear logic and to bunched logics: see [7] for a
comparison. Our logic is unusual also becauseritltes variables ranging over a countable uni-
verse of names; these variables can be the subfectiversal, existential, fresh-name, and hid-
den-name quantification.

Our logic is built directly out of a process modst) logical soundness is easy to check. Log-
ical completeness is a much more difficult questidfe do not expect the full logic to be com-
plete with respect to our model (even for finiteHawiors). Silvano Dal Zilio is investigating some
small, complete fragments of the logic. So far, lme’e mostly tried to discover as many true log-
ical facts as possible (a measure of which is,dgample, to be able to embed other logics into

14



ours [7]), and to minimize the collection of basigdes. We have concentrated in particular on
commutation and distribution properties of operatibrat can be useful in formal proofs.

In the present paper, fresh-name quantificatiomizdeled after Gabbay and Pitts [10],
adapted to our context; it provides logical rules feasoning abstractly about freshness. Hidden-
name quantification is obtained by combining fresime quantification with a revelation opera-
tor (not a quantifier) for revealing restricted pess names. Most novel axioms have to do with
revelation; they often reflect and resemble welbim properties oftcalculus restriction. Tech-
nically, we have added to our previous ambientdéggst the revelation operator (and its adjunct)
and an axiom schema expressing the Gabbay-Pittsepiy In particular, fresh-name quantifica-
tion, hidden-name quantification, and their profestare derived.

Recently, we have become aware of related work bislCaires (both [3] and more recent
unpublished work). Our aims are quite similar, g are currently using different formal tech-
nigues; we are in the process of comparing results.
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