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ABSTRACT

Security vulnerabilities pose a serious threat to computer sységehsnetwork
infrastructures. This dissertation addresses the measuremerdnalydis of security
vulnerabilities and their impact, as well as the design of sewediniques for
vulnerability mitigation.

The research starts with the analysis of the security vidiiges published in the
Bugtraqlist and CERT advisories. An in-depth analysis of vulnerability tepamd the
corresponding source code of the applications motivates our developmdititef state
machine (FSM) model to reason about security vulnerabilities. Mtestka can be
decomposed into a series of violations of simple predicates, whashdps a more
formal way to depict these attacks. Besides the analysis oftgeaunerabilities, many
real-world security attacks are analyzed. The analysis shotysaltiugh most current
memory-corruption-based attacks compromise system security by raiegwcontrol
data, a new type of attack, namely non-control-data attack, can algenesally
applicable to real-world software, e.g., they break into network seiwvetstain the root
privilege. This emphasizes the necessity of further research ensésfagainst memory-
corruption-based attacks, including control-data attacks and non-control-deks.atta

The notion ofpointer taintednesss introduced as the basis for detecting memory-
corruption-based attacks. A pointer is said to be tainted if lt;eveomes directly or
indirectly from user input. Pointer taintedness allows the usarkitrarily specify the
target memory address to read, write, or transfer control to, wikichsually a
pathological program behavior. On the other hand, the attacker’s abitdaynt a pointer
value is a crucial requirement for most attacks. Based on tlonmwd pointer taintedness,
a theorem-proving technique is developed to identify potential securityrablhiges via
static source code analysis, and a processor architecture nsachanmplemented for
dynamic pointer taintedness detection. Evaluations show that the propcbedjtes
offer better security coverage than existing methods: by detectingeptamtedness,

both control-data and non-control-data attacks are defeated in a unified manner.
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CHAPTER 1
INTRODUCTION

Security vulnerabilities pose a serious threat to computer sysachsnetwork
infrastructures. These vulnerabilities may result from desegmstl configuration errors,
or implementation errors. Real-world vulnerabilities are due tada wange of causes.
Effectively defending against security attacks necessitatesn-alepth analysis of
historical data of known vulnerabilities so as to identify and eixtragr fundamental
characteristics. A better understanding of security vulnerabhigyacteristics can guide
the development of effective defensive techniques applicable to a tmoge of real-
world applications.

This thesis is focused on measurement and analysis of securityailities; their
impact and root causes, as well as the development of new desigimjueshior
vulnerability mitigation. It specifically addresses three redeguestions: (1) What are
the common characteristics of most security vulnerabiliti@?What are the basic
assumptions of current defensive techniques and what are the dedsiaicthese
assumptions? (3) How can we build better defensive techniques to oeetbem
deficiencies?

Analysis and Modeling of Security Vulnerabilitiedo study the common
characteristics of programming errors leading to security vulriigied)i Bugtrag and
CERT vulnerability databases are investigated along with thespomding application
source code. A finite state machine (FSM) model is developed tot ggpgram states
during a security attack as a series of primitive operation$) ealicating a simple
predicate that should be guaranteed by the application code. The FSM modeling
methodology offers a representation approach with a higher degree ofligormia
reasoning about security vulnerabilities. It is demonstrated that roategories of
security vulnerabilities, including buffer overflow, format string bugsap corruptions,
integer overflow, input validation errors, and file race conditions cambeeled as

multi-stage FSMs consisting of logic predicates. The decomposabilityost security



attacks suggests that attackers can potentially assemble newopatjenattacks, and
also that defenders can focus on checking the most common logic predadts|
attacks. These two basic observations motivate the follow-on stpoBeented in this
thesis.

Analysis of the Threat of New Attackdost real-world attacks exploit memory
corruption errors in software to overwrite control data, including fangbointers, jump
pointers, and return addresses. These attacks are known as contabiagétg which are
widely understood and typically well documented [62]. Many defensive technsjues
as control data protection, non-executable memory pages, and syst&aseall-
intrusion detection, have been proposed to defeat control-data attackandliieis of
Bugtrag and CERT shows that many memory corruption vulnerabilities!yisulav
overwriting arbitrary memory locations. This indicates the possibitit non-control-
data attacks as well, i.e., attacks that do not overwrite amyotalata but still cause
security compromises, oion-control-data attacksAlthough the theoretical possibility of
non-control-data attacks has been suggested in previous work [24][73][77}[88], i
generally believed that such attacks are rare against real-saftlvare applications. A
goal of this thesis is to show the general applicability of non-conttalattacks. Toward
this end, such attacks are constructed against HTTP, FTP, SSHelartiservers. These
attacks corrupt configuration data, user identity data, user input stangdsgecision-
making flags, which evade the current detection mechanisms. Hence, nai-datar
attacks represent a realistic security threat to operational software.

Static and Dynamic Defensive Techniques for Pointer Taintedness tibetec
Defeating security attacks requires a definition of abnormal progegrmavior resulting
from an attack. The notion gfointer taintednesss introduced as the basis to detect
memory corruption attacks, including control-data attacks and non-contaohttatks.
A pointer is said to be tainted if its value is derived direatlyndirectly from user input.
Pointer taintedness allows the user to arbitrarily specifytalgeet memory address to
read, write, or transfer control to, which is usually pathological pnedr@havior. On the
other hand, the attacker’s ability to taint a pointer value is aatrequirement for all
types of memory corruption attacks. Based on the notion of pointer tairdedmes

theorem-proving technique is proposed to identify potential security vulngesbilia



static source code analysis. A processor-architecture-baseirsdart dynamic pointer
taintedness detection is also proposed and implemented SiIm@eScalarprocessor
simulator [13]. The implemented algorithm can effectively detect botttrol-data and
non-control-data attacks, and therefore provide a more comprehensivdiodetec
capability than many intrusion detection methods.

In summary, the contributions of the research are two-fold: (1) deratast of
systematic approaches for analyzing and reasoning about system sewl(i2y design
of effective and practical defensive techniques. This theseareh spans a broad range
of security topics, including security vulnerabilities, security ealr
modeling/measurement, formal security properties verification, Inatacks, and
ultimately defense techniques at processor architecture levislsiiique because of the
analysis-centric approach: a significant amount of effort is desticto analyzing real-

world security vulnerabilities and uncovering deficiencies in currefangive techniques.



CHAPTER 2
RELATED WORK

The research work presented in this thesis combines threentdemie study of
vulnerability data, the study of attacks, and the design of defensiveigeek. This
section provides a literature review for each of these topics dudilly and discusses
how previous research projects motivate the workof this thesis. Incagidibmparisons
to the existing literature are made to highlight the uniquess of this work.

There has been substantial research in modeling, analysis, andicaagsifof
security problems, some of which is based on real data. Severasshalie proposed
classifications to abstract observed vulnerabilities into easy-tastadd classes.
Representative examples includotection Analysis[10], RISOS[1], Landwehr’s
taxonomy [42], Aslam’s taxonomy [6], and thHeugtraq classification. Similarly,
taxonomies for intrusions have been proposed. Examples include Lindqgvisisantr
classification [45] and the MicrosoffTRIDE model [38]. In addition to providing
taxonomies, [42] and [45] perform statistical analysis of actual xaibil¢y data, based
on the proposed taxonomies. Several studies focus on modeling attacks asidnstr
with the objective of evaluating various security metrics. Michadl Ghosh [48] employ
an FSM model constructed using system call traces. By trainingdtel msing normal
traces, the FSM is able to identify abnormal program behaviordaadietect intrusions.
In [67], an FSM-based technique to automatically construct attack gisplescribed.
The approach is applied in a networked environment consisting of saseral various
services, and a number of hosts. A symbolic model checker is used @lyorerify the
system security. Recent studies have proposed stochastic modelsartitatjuely
evaluate security metrics. Ortalo et al. [56] develop a Markov nod#scribe intruder
behavior and evaluate system security in terms of METF (meart &ffailure). Madan
[46] describes a semi-Markov model to evaluate an intrusion-tolsyatém subject to
security attacks. Several security and reliability metiécg.{ METF and availability) are

defined and shown to be solvable. Clearly, such a model requires thatepersy e.g.,



probabilities of transitions and sojourn time, be available or esindespite these
studies on security vulnerabilities, there is little work on modetif discovered security
vulnerabilities to capture how and why an implementation fails toeaehihe desired
level of security. The uniqueness of the analysis described in CHRRIES to use
actual vulnerability data and code inspection to derive FSMs toriloesprogram
predicates, which provide a higher degree of formalism in reasoning aadwwarld
security vulnerabilities.

The research on non-control-data attack described in CHAPTER dtiated by a
number of papers investigating system susceptibilities under harthamasgent errors. It
has been shown that random hardware faults can lead to securfiyocaises in many
real-world systems. Boneh et al. [12] show that the Chinese Remdihderem based
implementation of the RSA crypto algorithm is vulnerable to any haslsaitware
errors during certain phases of the algorithm. The produced erroneousteiihatows
the attacker to derive the RSA private key. In [80], it is obsettvatdeven single-bit-flip
transient errors in critical sections of server programscaase false authentications. The
experimental work in [19] shows that bit-flip errors in Linux kerfidwall facilities
allow malicious packets to survive firewall packet filtering[36], Govindavajhala and
Appel conduct a real physical fault injection experiment with a gthulb heating the
PC memory chips. The Java language type system can be subvertbajivpiobability
under this harsh condition. Although the results in the context of randons enay not
demonstrate imminent security threats, they clearly indicatehitje possibility of
finding attacks other than control hijacking in real-world systemsso Aklated are
papers discussing the possibility of evading system-call-based hostbiD&isguising
traces of system calls. Mimicry attacks [77][78] cannot bectiedeby the IDS because
the malicious code can issue system call sequences that ardeced legitimate under
the IDS model. The attacks proposed in [74] evade IDS detection by obdogeign
system calls to equivalent system calls used by the original protjrahould be noted
that these mimicry attacks still corrupt program control and theislefeated by many
control flow integrity based techniques.

As for defensive techniques, both static compiler analysis and eurdi&tection

techniqgues have been developed to defeat memory corruption attacksic Geater



techniques such as SPLINT [28] and Extended Static Checking [21] cek whether

the specified security properties are satisfied in program cadether family of
techniques is referred to as type-safety enforcement. Based oobskevation that
memory corruption attacks (including both control-data attacks and non-cdateol-
attacks) need to violate the type-safety property, type-safe lang(egesJava) and
several compiler techniques, such as CCured [52], Cyclone [40], and SAFECode [27], are
designed to achieve type safety through reimplementing softwaez@mpiling legacy
programs. Despite recent progress, the following facts cant affecdemonstratable
success of these techniques: (1) rebuilding existing softwaretypéisafety property
requires a tremendous amount of effort and a lot of human knowleddgpé23afety of

an application is usually achieved by hiding type-unsafe behaviors in lowslefteiare
components, such as Java virtual machine, C library, and OS kerneindeatacks

have also succeeded in exploiting memory bugs in these components. Although
researchers have started to work on the type-safety in low-lemelpanents,
comprehensively deploying these techniques is a big paradigm shifognaprming
principles. How this shift can be compatible with the realvea# industry is not yet
clear. Minimally speaking, making this shift is considered a heavghweshift that will

take a long time.

Realizing such deployment difficulty, people also propose light-weigféndee
techniques to provide security without reimplementing or recompilintyvacé. Earlier
techniques provided protection against specific types of attacks.edeepative
techniques includétackGuard[25] and Libsafe [7] to defeat stack buffer overflow
attacks, andrormatGuard [23] to defeat format string attacks. Defensive techniques
which randomize process memory layout to defeat security attacksprepesed
[9][57][82]. Although the principle is generic enough to foil most memory cdompt
attacks, there are still barriers in the implementation anplogment, e.g., the
deployment on hardware architectures with a 32-bit address Bpadeeen found to be
vulnerable to brute-force attacks [65].

The notion of taintedness was first proposed in the Perl programnmggalge as a
security feature. Inspired by this, static detection techniquesNSPJ28] and CQUAL

[66] apply taintedness analysis to guarantee that user input datseis used as the



format string argument in printf-like functions. In both tools, taintesinesan attribute
associated with C program symbols. A symbol becomes tainted only ekg@itit C
statement passes a tainted value to it by assignment, argumemg pasginction return.
For several types of real memory-corruption attacks, pointersiated without explicit

C statements tainting program symbols. Unlike the pointer tainte@meadysis approach
presented here, these techniques do not have a memory model and thusezeaomot r
about the taintedness at the memory level.

Advances in computer architecture research have resulted in a noiribehnniques
that are considered generic against all types of memory corruptiacksatSecure
Program Executior{73] andMinos [26], which have been proposed most recently, are
techniques to protect control data integrity. They rely on the defisitd spuriousness
and integrity of data, which bear certain similarities to taiméss. However, these

techniques are unable to defeat non-control-data attacks.



CHAPTER 3
MODELING SECURITY VULNERABILITIES

3.1. Overview of the Modeling Approach

Analysis of security vulnerabilities has typically been approacheona of two
ways: (i) using real data to develop a classification and perftatistcal analysis;
examples include Landwehr’s study on security vulnerabilities [42] amdblzist’'s study
on intrusions [45], and (ii) providing a degree of formalism by modeling vaitiigres
and attack characteristics; representative work includesoQrtdiarkov model of UNIX
vulnerabilities [56] and Sheyner’s attack graph constructor [67]. @dy $tombines the
two approaches: real data is analyzed, in conjunction with a focusedesmae
examination, to develop a finite state machine (FSM) model to dapicreason about
security vulnerabilities.

This chapter presents a detailed analysis of vulnerability mefrantn typical data
sources such as CERT [17] aBdcurityfocu$14]. The analysis shows:

* Exploits must pass through multiptdementary activitigsat any one of

which it can be foiled.

» Exploiting a vulnerability involves multiple vulnerablgperations on

multiple objects.

* Analysis of a given vulnerability along with examination of the

associated source code allows us to specify the predicates tabrime
met to ensure security.

These observations motivate the development of an FSM (Finite [8tatkine)
modeling methodology capable of expressing the process of exploitation mypestiog
it into multiple operations, each of which includes one or more elame activities.
Since each elementary activity is simple, it is feasiblen{uthie data and the application
code) to develop a predicate and a corresponding primitive FSM (pteSEpresent the
elementary activity. The pFSMs can then be combined to develop m8#kls of

vulnerable operations and possible exploits.



The proposed FSM methodology is exemplified by analyzing several types of
vulnerabilities reported in the data: stack buffer overflow, integerflove heap
overflow, file race condition, and format string vulnerabilities. Bhesinerabilities
include both those that can be exploited remotely (e.g., those impautngelt servers)
and those that can be exploited by local users (e.g., privilege estalffi regular user
to root). It should be noted that this family of vulnerabilities camstst 22% of all
vulnerabilities in theBugtraq database. For the studied vulnerabilities, three types of
pFSMs are identified that can be used to analyze operations involvexploiting
vulnerabilities and to identify the security checks to be performetheatelementary
activity level.

An additional demonstration of the usefulness of the approach wascbeatisof a
new heap overflow vulnerability now published Bugtrag crediting the authors. The

discovery was made when modeling another, known vulnerability

3.2. Analysis of the Bugtraq Database

3.2.1.Statistical Analysis

As of November 30, 2002, tHgugtragdatabase included 5925 reports on software-
related vulnerabilities. Each vulnerability report in this datah@seides information
such as version number of the vulnerable software, date of discoverysigneds
vulnerability ID, cause of the vulnerability, and possible explofsgure 1 shows the
breakdown of the 5925 vulnerabilities among the 12 defined classes. Obsértleetha
pie-chart is dominated by five categories: input validation er(@896), boundary
condition errors (21%), design errors (18%), failure to handle exceptoamalitions
(11%), and access validation errors (10%). The primary reason faothmation of
these categories is that they include the most prevalent vulitesapbsuch as buffer
overflow (included under boundary-condition errors) and format string vulneiesili
(included under input-validation errors). The remaining categories, bemygbveadly

defined (e.g., access validation errors, design errors), are more or legatpassing.

! Certain vulnerability reports iBugtraginclude exploits. For example, an exploit associated with vulnigyati960 is provided in
http://online.securityfocus.com/bid/5960/exploit
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*Access Validation Erroran operation on an object outside its
access domain.

«Atomicity Error. code terminated with data only partially modified
as part of a defined operation.

«Boundary Condition Erraran overflow of a static-sized data
structure: a classic buffer overflow condition.

«Configuration Error a system utility installed with incorrect setup
parameters.

<Environment Error an interaction in a specific environment
between functionally correct modules.

Failure to Handle Exceptional Conditionsystem failure to handle
an exceptional condition generated by a functionadlule, device,
or user input.

«Input Validation Error failure to recognize syntactically incorrect
input.

*Race Condition Erraran error during a timing window between
two operations.

«Serialization Error inadequate or improper serialization of
operations.

«Design Errorand Origin Validation Error Not defined.

Figure 1: Breakdown of Vulnerabilities and Definitions of Vulneralility Categories

3.2.2.An In-depth Analysis of Vulnerability Reports

An in-depth analysis of the data and information reportdgugtragtogether with a

close examination of the associated application code is esgentiaderstanding the root

causes of the vulnerabilities. By examining the vulnerability reportsttenéssociated

application source codes, yielded three observations:

Observation 1: Exploits must pass through multiple elementary assivitiat any

one of which, one can foil the expldihe scenario thus can be described as a serial chain

in which each link (which is model as an elementary activity) previdesecurity

checking opportunity: failure at any one elementary activity can foil the exploit.

This observation can be illustrated using data from tkrgeed integer overflow

vulnerabilitiesgiven in Table 1. Here the analysts have used three differevitiastas

reference points to classify the same type of vulnerability ineetbategories, although

there is nothing in the data to indicate the specific elementéigtyacorresponding to

the observed vulnerability. Thus #3163 has been classified as input ivalidator,

#5493 as a boundary condition error, and so on. The existence of three cafegdhnies

signed integer overflow vulnerabilities suggest that the code execubbnthe

corresponding applications contain at least three activities: (largeput integer, (2)

use the integer as the index to an array, and (3) execute a caxdedrdéd by a function

pointer or a return address.
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Table 1: Example of Ambiguity among Vulnerability Categories

Vulnerability Description Elementary Assigned
Activity Category
#3163Sendmail Debugging A negative input integer Get an input integer Input validation
Function Signed Integer accepted as an array index error
Overflow
#5493FreeBSD System Call A negative value supplied for Use the integer as | Boundary
Signed Integer Buffer Overflow| the argument allowing the index to an condition error
exceeding the boundary of ararray
array
#3958rsync Signed Array Index A remotely supplied signed | Execute code Access
Remote Code Execution value used as an array index,referred by a validation error

allowing the corruption of a | function pointer or
function pointer or a return | a return address
address

* Each vulnerability reported to Bugtraq is assigned a unique ID, e.g., the report obbilityet3163
can be accessed from http://www.securityfocus.com/bid/3163.

Data onbuffer overflow vulnerabilitieglso indicates the existence of at least three
potentially vulnerable activities: (1) get input string (#6157: integoredsan input
validation error), (2) copy the string to a buffer (#5960: interpretedaasoundary
condition erro), and (3) handle data (e.g., return address) following the buffer (#4479:
interpreted aa failure to handle exceptional conditigng\gain, each elementary activity
provides an opportunity to apply a security check. For example, prograrcameesther
check the input length in elementary activity 1, use boundary-checked stniciphs
(e.g., getns strncpy in elementary activity 2, or deploy return address protection
techniques, such &ackGuard25] andsplit-stack[81], in elementary activity 3.

Similarly, an analysis oformat string vulnerabilities(i.e., user’s input strings
containing format directives, such &sn, %x, %d ) reinforces the validity of our
observation: format string vulnerabilities are classifiedngsit validation error(e.qg.,
#1387 wu-ftpd remote format string stack overwrite vulnerabilitgccess validation
error (e.qg., #221Gsplitvt format string vulnerability), oboundary condition errofe.g.,
#2264 icecast print_client() format string vulnerability). Therefore, format string
vulnerabilities also involve at least three elementary activities.

Observation 1 forms the basis of our FSM model. As will be seemdtios 3.3,
each elementary activity can be modeled as a primitive fitat snachine (pFSM)

defined by a predicate which, if violated, results in an exploit. Maeltigttivities
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performed on the same object form an operation, which is modebeda®l consisting
of multiple pFSMs in series.

Observation 2: Exploiting a vulnerability involves multiple vulneraiperations on
several objectsLet consider again the examp#3163 Sendmail debugging function
signed integer overflowThis vulnerability involves two operations: (a) manipulate the
input integer (the object of this operation), consisting of elemeratetivity 1 (get an
input integer) and elementary activity 2 (use the integer asides ito an array), and (b)
manipulate the function pointer (the object of this operation), corgisfirelementary
activity 3 (execute a code referred by a function pointer).

Similarly, the vulnerability #577Mull HTTPD remote heap overflow vulnerability
involves three operations performed on three objects: (i) copying thezedeuser input
(the object) to a buffer allocated on a heap memory, which permite/itieg pointers
following the buffer, (ii) freeing the buffer (the object), whiahows writing a user-
specified value to a user-specified location (e.g., function pointer) jigrekécuting the
malicious code pointed to by the function pointer (the object). Aside frmmheap
overflow and signed integer overflow vulnerabilities shown here, stac¢krbmferflow
and format string vulnerability also require multiple vulnerable opmrsti Thus
following observation 1, since each operation can have multiple pFSMHKiplm
operations will then be a chain of such pFSMs.

Observation 3: For each elementary activity, the vulnerability adand
corresponding code inspections allow us to define a predicate, whichatedolresults
in a security vulnerabilityFor example, in the vulnerability #31&ndmail debugging
function signed integer overflowan integer index is assumed to be in the range [0,100],
but the implementation only checks to guaranteexh&t100 , hence the problem (the
vulnerability): allowingx to be a negative index and underflow an array. The correct

predicate to eliminate this vulnerability would®e< x < 100 .

3.3. State Machine Approach to Vulnerability Analysis

The purpose of this section is to use the above observations to developMan FS
characterization of the vulnerable operations. The goal of thé iES$o reason whether
the implemented operation, or more precisely each elementarytyaatithin the
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operation, satisfies the derived predicate. To this end, theps stre taken: (1) To
represent each elementary activity as a primitive FSM (pFS{diessing a predicate for
accepting an input object. The predicate is first checked wathect to the specification
and then with respect to the implementation. (2) To model an apertian object as a
series of pFSMs. (3) To cascade the operations to model theahltn@nplementation.

While the objective here is to reason that a vulnerability (violaifanderived predicate)

is not present in the implementation, we shall see that the prot#ss reasoning can
allow uncovering a previously unknown vulnerability.

In order to show how a vulnerability can be analyzed using an FSM, cotiside
Sendmail Debugging Function Signed Integer Overflow Vulneralgi$63). A signed
integer overflow condition exists in writing the arréiwect[100] in the function
tTflag() of Sendmailapplication. As a result, an attacker can overwriteglobal
offset table (GOTgntry’ of the functionsetuid()  3to be the starting point of attacker-
specified malicious codeMcodg. Two operations are involved in exploiting this
vulnerability: (1) writing debug level to array locationtTvect[x] (i andx are
specified by the user) and (2) manipulating @@T entry of functionsetuid(represented
asaddr_setuid  for convenience in our description). The first operation consists of
two pFSMs (activities): (i) pFSM- geti andx, and (ii) pFSM— writei totTvect[x]

The second operation consists of a single pFSMcall the function referred by
addr_setuid . Recall that a pFSM represents a predicate for acceptimgpanabject
with respect to the specification and implementation. Thexicitly defined as follows:

Primitive FSM (pFSM) The primitive FSM consists of four transitions and three
states. The transitiorfSPEC_ACPTandSPEC_REdlepict the specification predicates of

accepting and rejecting objects (e.g., a user or a request), treslped he transition
IMPL_REJrepresents the condition under which the implementation rejéetsskhould

be rejected according to the specification. This transition dejhietexpected or correct
behavior, i.e., the implementation conforms to the specification. Aedldtansition
IMPL_ACPT represents the condition under which an object that should be rejected

according to the specification is accepted in an actual impletent This transition is a

2 The GOTentry is a function pointer to a specific function. Usually, in timsindependent codes, e.g., shared libraries, all absolute
symbols must be located in tOT table, leaving the code position-independenG®T lookup is performed to decide the callee’s
entry when a library function is called.

% The published exploit choossstuid()as the target function &OT entry corruption, although the targets could be other functions.
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hidden path representing a vulnerability. Three states are idénfifietheSPEC check
state (where an object is checked against the specification), (2)efret state® —
transition to reject state indicates that the object is ursgaccording to the specification,
and (3) theaccept staté® — transition to accept state indicates that the object is
considered as secure object. See Figure 2.

Since each elementary activity is simple, it is feasiblengushe data and the
application code) to develop a predicate and a corresponding pFSM. The p&iSiWen
be easily combined to depict FSM, modeling vulnerable operations and possible exploits.

IMPL_REJ

SPEC check
state

Reject State

SPEC_ACPT ' Accept State

Figure 2: Primitive FSM (pFSM)
Figure 3 uses the semantic of the primitive FSMs and depictothplete model of

MPL_ACPT

i

the process of exposing tfgendmail Debugging Function Signed Integer Overflow
Vulnerability. As in a canonical FSM, a lab€bnditions Action is associated with each
transition. (Canonical FSM useSondition/Action instead of the symbo#. Our
modification is made because some of our examples need the \stasbl $0 represent
filenames.)Condition refers to the condition for taking the transition, a&udion is the
action performed by the transition.

In the example (#3163), @peration 1, elementary activity 1, the user inputs strings
str x andstr_i , which are converted to signed integgrandi. The predicate of
pFSM, specifies that ifstr_x represents an integer larger tha&h & should be rejected,
i.e., pFSM reaches the reject state, because signed inke@é+byte variable) cannot
correctly represent an integer larger thdh @rhe signed integer can also overflow,
although it may not cause consequences as severe as an overfliow Tdfe real
implementation does not chesk_x , i.e., the transition of IMPL_REJ (marked by ?)
does not exist, and the dotted transition (IMPLE_ACPT) is taken, alipanystr x to
arrive at the accept state of pFSMt the object accept statstr x andstr_i are

converted to signed integexsandi , which may become negative integers if overflow
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occurs. The error exposed in pFSh4 that the system neglects checking the input
str_x

In Operation 1, pFSMdepicts the elementary activityrite i totTvectx] . The
predicate represented in pFi8lthe same as in the example in Observation 3, i.e., if an
integer indexx is in the rangd0,100] , accept thex. However, the implementation
checks only for the condition <100 . As a result, negative can be accepted and used
in the operationtTvect[x]=i (arrive at termination state). A potential security
violation in Operation 1 is that the attacker can overwrite th@ &@ry of setuid()
so that it points to the location of a malicious cédeode. Summarizing, Operation 1
consists of two pFSMs, each offering a security check, each, ifdedvcan foil an
attack.

Operation 2 depicts the manipulation of B@T entry corresponding teetuid()
(i.e., addr_setuid ). When Sendmailis started,addr_setuid is loaded to the
memory. Whensetuid() is called, the value ofaddr_setuid is used as the
function pointer tosetuid() . Following the predicate depicted by pF$Nthe system
should check whether the valueaufdr_setuid is unchanged since it was loaded to
the memory. If this is not the case (i.e., Hodr_setuid has been tampered), the
program should not call to the location indicated by the corruptitt setuid
However, the corresponding implementatiorSehdmaildoes not perform the check on
the addr_setuid (IMPL_ACPT=+4- in pFSM), and accepts any value of
addr_setuid . As a result, the program again makes the hidden (dotted) transition and

the control jumps to the malicious codécpde whensetuid() is called.
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Figure 3: Sendmail Debugging Function Signed Integer Overflow Vulnerability

The FSM model introduces a notation of propagation gate (the triapgheedn
FSMs) to depict the causality of the exploitation of the vulnerasiliin the two
operations. For example, in Figure 3, exploitirgperation 1 (overwrite the
addr_setuid ) is the precondition of exploitingperation 2(executeMcodeg, which is
denoted by the upper propagation gate. The lower propagation gate (denBiestate
MCodg can be the precondition for the exploitation in other operations.

3.4. Modeling Various Vulnerabilities Using an FSM

This section provides examples of applying the FSM approach to anabymdtyse
vulnerabilities. In each case, the predicates related to #meantary activities are
determined by examining the vulnerability data and the corresponding sourcef toee

applications in question.

3.4.1.Example 1:NULL HTTPD Heap Overflow Vulnerability

Null HTTPDis a multithreaded web server for Linux and Windows platforms. This
software was chosen as an example because in the process dfictiogsthe FSM

model for the known vulnerability oNULL HTTPD we discovered a new, as yet
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unknown vulnerability Bugtraq ID 6255). Discovery of the new heap overflow
vulnerability demonstrates an additional potential of the FSM-based approach.

Null HTTPD 0.5 heap overflow is modeled as a series of four pFSMs shown in
Figure 4a. pFSM and pFSM depict the buffer manipulation in the function
ReadPOSTData (the function source code is shown in Figure 4b), which allocates a
buffer (PostData , source code Line 1) and copies a user specified string from & socke
(source code Line 4), which is marked iaput in Figure 4a. One of the input
parameterscpntentLen ) provides the length dhput , which, by the specificatidn
should be a non-negative integer. Howewu|l HTTPD allocates (by callingalloc
in source code line 1) a buffer fBlostData with size1024+contentLen  without
checking whethecontentLen is non-negative. A buffer overflow occurs when the
attacker provides a negativeontentLen  (e.g., contentt,en = -800) to make
PostData a buffer with only 224 bytes. This results in buffer overflow (dendied
pFSM) becauséNull HTTPD always copies at least 1024 bytes arriving from the socket
to PostData (source code Line 4).

A New Vulnerability.Version 0.5.1 ofNull HTTPD fixed the above overflow
vulnerability by imposing the appropriate check to block a negatiwveentLenvalue
before calling the functioReadPOSTData (this check is not shown in the source code
of Figure 4b). Note that the socket programming style requires the tosgpecify the
contentLen andinput separately, because the socket has no way of determining the
length of the input. The programmer must ensure that the lengtipatf does not
exceed the suppliezbntentLen

We now describe how constructing the FSM model for the known vulnerabait |
to discovery of a new vulnerability for the same operation. pF@&picts the predicate
to checkcontentLen against the specification. Similarly, pFSM the predicate to
check the actual length of the suppliegut — should rejectnput if its length is
larger than allocated buffer size, i.e., it takes the transmiarked “?”. Source code Line
11 controls the termination condition #cv (source code Line 4). However, due to a

logic error {| should be&&in source code Line 11)ecv never terminates before the

4 Although a well-defined specification does notsexthis particular specification can easily be ufzdl from the
application.
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entireinput string is read from the socket. Thus, the outgoing transition (maviteda
“?") from stateX does not exist, and instead the hidden transition to the accepgfssate
taken. A malicious user can supply riglintentLen  but an arbitrary length string
input to overflow the buffelPostData . Thus, constructing the FSM allowed us to
uncover this new vulnerability.

As indicated earlier, each elementary activity offers an indepermgbgortunity for
checking. If the checks corresponding to the predicates depicted by #feMpFSM
(in Figure 4a) are not in place, the impact of this vulnerabilifyither analyzed using
pFSMs, which describes the operation manipulating the heap layout (as shdvenldf t
of Figure 4a). The buffedPostDatais allocated on the heap, followed by a free memory
chunk (chunk B). Free chunks are organized as a double-linked-list by G8lUFhe
beginning few bytes of each free chunk are used as the forwardfdinkafd the
backward link k) of the double-linked list. In this case, since free chunks A, B and C
are in the listB->fd=A andB->bk=C . The predicate defined in pFSNdrovides a
check so thaB->fd andB->bk are not overwritten to an arbitrary value (i.e., pESM
does not transit to the reject state), due to the overflow of thierbRdstData
described in the pFSMand pFSM. However, when thé&ostDatais freed, the actual
implementation does not check the poirBerfd and B->bk , causing the transition
from the reject state to the accept state (the hidden @ddénsition in pFSH), which
allows the attacker to write an arbitrary value to an anyitrmemory location.
Specifically, in this example, the attacker exploits this valbdity and overwrites the
GOT entry of the functiofree()  so that it points to the location of malicious code
MCode.

® Note that the assignmeBt>fd->bk=B->bk is executed wheRostDatais freed. We denote tH8OT entry offree()
asaddr_free The attacker se8->fd=&addr_free — (offset of the field blgnd B->bk=Mcodg in order to make the
GOT entry offree() pointing toMcode
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Operation 1:

Read postdata from socket to X
an allocated buffer PostData

I
Oget (contentLeninput) PFSM, /'
contentLeris an integer, Cony, &
inputis an text string to be Q”( @ CallocPostData[1024 contentLeh

read from a socket

’
I'Copyinputfrom the socket to

Zd PostData by recv() call

>

> N
lenghinpuy <= W
B->fd=&addr_free(offset of fieldbk)

B->bk=Mcode

| Freechunk A B->fd:_A B->fd and B->bk
B->bk=C h a2
Calloc is called iyl e
Rtk _-~"Whenbufis freed, execute
Used chuniPostData B->fd and B->bk g B->fd->bk = B->bk

Heap Layout Operation 2:

Allocate and free the bufferPostData
Free chunk B unchanged?
fd=A
bk=C .GOT entry of function
Operation 3: freepoints toMCode

L Free chunk C

»( X
Loadaddr_free to addr_freechanged? ,Q
the memory during e

Manipulate the program initialization addr_free pFSM, /'

GOT entry of unicilangedz ’fzxecuteaddr freewhen

Note:addr_freeis the GOT function free ’  functionfreeis called

entry of functionfree (i.e.,addr_free) /
Mcodeis executed / \

1: PostData = calloc (contentLen +102#eof(char)); x=0; rc=0;
2: pPostData= PostData,

3:do {

4: rc=recv(sock, pPostData, 1024, 0);
5. if (rc==-1) {

6: closeconnect(sid,1);

7: return;

8 }

9: pPostData+=rc;

10: x+=rc;

11: } while ((rc==1024) && (x<contentLen));

Figure 4: a) NULL HTTPD Heap Overflow Vulnerabiliti es b) Socket Reading Code

The pFSM depicts the consequence of the corruption ofGRE entry offree()
(i.e.,addr_free ), which is similar to the scenario depicted by pRE3Mthe Sendmail
vulnerability shown in Section 3.3. Finally, when fhee() is called againiMcodeis
executed.

In summary, this model consists of three operations. First operatioompasses
two activities, each described by an independent pFSM (pR8BNpFSM). Operation 2
and operation 3 consist of a single pFSM each. Cascading these four pl®&4sus to
reason through this entire vulnerable code.

The purpose of the next set of examples is two-fold: (1) show that d&fpivbach

can analyze a broad class of vulnerabilities (specific examgl@® to input validation
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errors, file race condition errors, stack buffer overflow and fostratg vulnerability),
and (2) provide additional examples of different types of pFSMs thatllgrosodel the

studied vulnerabilities.

3.4.2.Example 2:xterm Log File Race Condition

The progranxtermemulates a terminal under the X11 window system. A file race-
conditior? exists wherxtermwrites messages to the user log file [8]. Figure 5 illustrate
two pFSMs required to describe this vulnerability. Consider an exasoplerioxterm
needs to log Tom’s messages to the log/tilg/tom/x . The predicate, which defines
this operation, is depicted in pFg$M.e., if Tom has no write permission or the provided
filename is a symbolic link, the pFSM should reach the rejede &a The real
implementation follows pFSM i.e., the reject condition of the predicate matches the
implementation, hence this check is secure.

cqonto
. miss
Writing the log file of user Tom ook havewr itepe

smm\\c\‘mk .-

jleisa
mson©  efiear et
ot aneWrite P v
-# get the filename z&ﬂ\?ﬁme“\e.‘sasy
of Tom'’s log file
pFSM, 58 @
-¢ open “/usr/tom/x”

\
- . Create symbolic link from ’- EUAIEIRETISSIo
Possibility of creating Jusr/tom/xto /etc/passwd
symbolic links
Tom appends his own daﬁ

to the file/etc/passwd

Figure 5: xterm Log File Race Condition

There is however a problem, which is analyzed in pkE3Mstate A, Tom can delete
the file /usr/tom/x and create a symbolic link fromusr/tom/x to
letc/passwd , so long as Tom creates the symbolic link before the system dpens t
file, i.e., a race condition exists. This timing problem is traedlanto a condition check
in PFSM, which depicts the condition that Tom cannot create a symbolic linlktlet
open operation is complete. As illustrated in this model, although ighacehidden path

in pFSM, i.e., the implementation corresponding to pr$Vsecure, there is a hidden

8 File race conditions are also referred as timekafek-to-time-of-use vulnerabilities.
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path in pFSM, indicating the possible race condition and the associated exploit: Tom

appends his own data to the fiétc/passwd

3.4.3.Example 3: SolarisRwall Arbitrary File Corruption Vulnerability

Rwallis a UNIX network utility that allows a user to send a mesgagé users on a
remote system (see [42] and CA-1994-06 in [17]). The/&te/utmp  on a remote
system contains a list of all currently logged in us&wall daemon on the remote
system uses the information/etc/utmp  to determine the users to which the message
will be sent. A malicious user can edit tle¢c/utmp  file on the target system and add
the entry “./etc/passwd ”. When the malicious user issues the commamel
hostname < newpasswordfile , Rwall daemon writes the message (the
newpasswordfile ) to all terminals and to the filetc/passwd

In Figure 6, pFSMchecks if a given user has root privileges. The predicate dictates
accepting the root user and rejecting a regular user (not havingridtege). In the real
implementation, the write permission of the filetc/utmp is set on, allowing a
regular user to write this file (transition to the accepte¥téspecifically, as denoted by
the propagation gate, a malicious user can addetc/passwd " entry to the file

letc/utmp

Operation 1:

Write to /etc/utmp regular usew - '(:)
-¢ user request of PFSM, L
writing /etc/utmp root+ - v

Add “../etc/passwd” entry to the file /etc/utm

¢ Open /etc/utmp for the us,

Rwall daemon writes messages

non-terminal files, -

-¢ Get a file from
letc/utmp

terminale - -+ write user message to
the terminal or file i
Operation 2: Rwall daemon writes user messag_q
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Figure 6: SolarisRwall Arbitrary File Corruption Vulnerability

The Operation 2 depicts the message write operation performed bRwhk
daemon. The daemon gets a filename from the /Bke/utmp . The predicate

represented by pFSMstates that if the filename refers to a non-terminal &lg,,

21



“..letc/passwd ", it should be rejected, and if the filename refers to a tedméng.,
“Idev/pts/25 7, the user-specified message should be written to the terminal.

In the implementation of thRwall daemon, no file type check is performed. As a
result, given an entrietc/passwd  added to théetc/utmp , pFSM transits to the
reject state and ends up in the termination $¥gtevhich corresponds ta security

violation —rwall daemon writes user messages to regular file /etc/passwd

3.4.4.Example 4: Validation Error in 11S Decoding

CGl (Common Gateway Interface) programs under the directory
/wwwroot/scripts are by design executable through HTTP request from a user.
WhenlIS’ receives a CGI filename request, it interprets thedtlems a path relative to
/wwwroot/scripts . Therefore, unless the filepath containg “”, the target file
should be under the directafywwroot/scripts (Bugtraqg 1D 2708).

In Figure 7, pFSM depicts the predicate — if the target file does not residleein
directory /wwwroot/scripts , reject the request. Because the path is relative to
/wwwroot/scripts , the above predicate is equivalent to — if the path of the tilieget
does contain.?/ ", reject the requesiThe IIS implementation includes two decoding
steps. As illustrated in the pFSMIS implementation checks the following predicate — if
the filepath contains.:! "after the first decoding, reject the request. However, the
implementation performs the second decoding step, which results letingo the
predicate depicted by pFSMand allows executing an arbitrary code (not residing in
/wwwroot/scripts ). This inconsistency between the predicate specified by pFSM
and the implemented predicatéows a transition from the reject state to accept stage (
hidden path).

The attacker can thus supply a malformed filename containing sub-strahgas
“ .9%252f ”. After the second decoding, the string6252f " becomes “/ "2 which
allows the execution of arbitrary programs, even those out of the adyrect
/wwwroot/scripts . The worm Nimda and its variants actively exploit this

vulnerability.

"11S is Microsoft Internet Information Service.
8 Note that %25 is decoded to a characte¥sand “%2f” is decoded to a charactet™ so “.%252f * becomes
“..%2f " after the first decoding, and is interpreted ak “” after the second decoding.
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of a CGI program Filename containing “../” after first decoding

-¢ Decode
filename first tim

Filename without “../” after first decoding.
(Filename containing “..%252f" are
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-4 Decode filenal -¢ Execute the targe
second time C )CGI program

Execute arbitrry program, even those out of dirgcmwwroot/scriptsf

The file resides in the
directory /wwwroot/scriptss -

because “../" appears after the second decoding.

Figure 7:11S Decodes Filenames Superfluously after Applying Security Checks

3.4.5.Stack Buffer Overflow Vulnerability and Format String
Vulnerability

FSM is also used to model a stack buffer overflow vulnerabilityaafamat string
vulnerability.

Stack buffer overflow vulnerability #6960: GHTTPD Log() Function Buffer
Overflow Vulnerability: Two FSMs are constructed for this vulnerability. The first FSM
describes a buffer overflow condition in the functiog() : a buffer on the stack can be
overflowed, which allows the return addres$ogf() to be overwritten to the location of
a malicious code Mcode. The second FSM describes the manipulation océtuine
address oflog() : the return address is generated whay() is called, and it is
consulted whemog()  returns. The corruption of return address in the first FSM may

impact the second FSM, resulting in the execution of Mcode.
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n callslog ! <! !

+ Execute code referge

1 handle return address by return address
i

ExecuteMCode
Figure 8: GHTTPD Log() Function Buffer Overflow Vulnerability

Format string vulnerability#1480 Multiple Linux Vendor rpc.statd Remote Format
String Vulnerability: Two FSMs are constructed. The first one descriipesstatds
failure in checking whether any format directives are embedded inghestring, which
results in allowing the attacker to corrupt the return addres® dtitictionvsyslog()
to Mcode. The second FSM describes the manipulation of the return sadufres
vsyslog() , similar to the above example of #5960. This vulnerability also sesult

execution of Mcode.

24



O Error message containing i
hostnameprovided by user

Error message printing Error message containing ®
in Function vsyslog format directives - 7
///
/
»O '
/ -$ -
/
f Oor

Return address of vsyslog is
changed to malicious codéCode

RetyaddreSSQ()

Call to and return from

Function vsyslog , I
changech

-¢ Put the return address
O of vsyslog on top of stack
»

Syslog calls vsyslog -¢ Execute code referred

by return address

Return addri
unchanged® -

ExecuteMCode A

Figure 9: rpc.statd Remote Format String Vulnerability

3.5. Common Types of pFSMs

Examples in the previous sections show that the FSM approach enalstsled
modeling/analysis of several types of security vulnerabilities: budteerflow, race
condition, signed integer, and format string vulnerabilities (these tmauat for 22% of
all vulnerabilities reported irBugtrag. Vulnerabilities including, access validation
errors, input validation errors, failure to handle exceptional conditicas, also be
modeled, if the predicates are derived from available information naldiliéy reports,
exploits descriptions, and application source code.

As seen in the examples, the operations involving each vulnerabilityecarodeled
as a series of pFSMs — each corresponding to an elementaity adtne simplicity of
the predicates defining the pFSMs makes the generation of thel dv@hlrelatively
easy. Since the pFSMs are critical to the analysis — ieenmgful to ask — Are there a
few pFSMs, which allow us to model the bulk if not all of the stud&@? The analysis
shows that we only require three types of pFSMs to model the hderaf studied
vulnerabilities (i.e., stack buffer overflow, integer overflow, heap omerflinput
validation vulnerabilities, and format string vulnerabilities).

Object Type CheckThis is a predicate to verify whether the input object is of the

type that the operation is defined on. In many circumstance, performiogeaation on
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an object of incorrect type results fail-secure states [46], i.e., the operation fails
without causing security to be compromised. For example, the objagdimd operation
should be anlIP address or a hostname It is meaningless to say pihg
letc/passwd ", because this will result in an error messagenkhown host
/etc/passwd However, as we have seen in the examples, failuobject type checkan

be exploited by attackers, e.gwalld (see Figure 6) does not check whether the file
type is a terminal or a non-terminal file, aBéndmail(see Figure 3) does not check
whether the input represents an integer or a long integer.

Content and Attribute CheckThis is a predicate to verify whether the content and

the attributes of the object meet the security guarantee. Exaafglestent and attribute
checkdnclude (2)IIS filename decoding (Figure 7), where the program should verify that
the request does not contain substring *”, (2) the system should check whether
format directives are not embedded in the input, in order to prevengatfatring
vulnerabilities (#1480), and (HTTPD (#5960) should check whether the length of the
input string is less than 200 bytes.

Reference Consistency Chedkis is a predicate to verify whether the binding

between an object and its reference is preserved from thevtiere the object is checked
to the time when the operation is applied on the object. The exampleda the return
address referring to the parent function code, the function pointerimgfér a function
code, and a filename referring to a file. As shown in the R&Mels, several conditions
may result in violating the reference consistency, including stawstsing (#5960),
signed integer overflow (Figure 3), heap overflow (Figure 4), formiaigs@1480), and
file race condition (Figure 5).

The pFSMs representing the three generic predicates are depickedure 10,
which shows a typical operatiorP)( encompassing the three predicates. While all
predicates may not be involved in all operations, the three suffit®del all the studied
vulnerabilities classes (stack buffer overflow, integer overflowphagerflow, input

validation, and format string vulnerabilities).
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Figure 10: Types of Generic pFSMs

Table 2: Types of pFSMs

Type of pFSM| Object Type Check Content and Attribute Reference Consistency

Check Check

Vulnerabilities

Sendmail Signed | pFSM;: Does the input | pFSM: Is the integer in the| pFSM: Is GOT entry of

Integer Overflow represent a long interval [0, 100] ? setuid()unchanged?

integer?

NULL HTTPD pFSM: contentLer=0? pFSM : Are free-chunk

Heap Overflow pFSM: length(input)s links unchanged?
size(buffer) pFSM;: Is GOT entry of

free()unchanged?

Rwall File pFSM : Is the target | pFSM;: Does the user have

Corruption file a terminal? a root privilege?

IIS Filename pFSM: Does the filename

Decoding contain “../"?

Vulnerability

Xterm File Race pFSM: Does the user have pFSM: Does the

Condtion a write permission to the | filename refer to another
file? unverified file?

GHTTPD Buffer PFSM: sizefnessages PFSM: Is the return

overflow on Stack 200 ? address unchanged?

rpc.statd format pFSM: Does the filename | pFSM,: Is the return

string vulnerability contain format directives | address unchanged?
(e.g., %n, %d)?

In Table 2, the pFSMs of the vulnerabilities analyzed in the preweasons are
classified according to the three types of pFSMs identified abdwe.nfost common

cause of the analyzed vulnerabilities is an incomplete content aittibute check. This
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can be explained by fact that determining the correctness of arutt(e.g., a buffer
size) or a content (e.g., input contains a strifigiy of a given object may require a
comprehensive understanding of the application. Incompleteness of a&ncefer
consistency check is another frequent reason for the vulnerabilitiede Wchniques
protecting the return address have been widely recognized, very fewqteshrare
available to protect other reference inconsistencies, such as igteong of function

pointers, entries in GOT tables, and links to free memory chunks on the heap.

3.6. FSM Models Motivating Analysis and Mitigation of
Attacks

Code-level FSM modeling is useful in understanding the internals afritsec
vulnerabilities and attacks. The insights obtained from the anabiss help in
identifying deficiencies of many current defensive techniques and faingulsecurity
predicates upon which to build security protection techniques. Based on the
understanding of security vulnerability details, CHAPTER 4 preseimsraugh analysis
of real-world security attacks. The analysis shows that a typtagkareferred to as the
non-control-data attacks, currently considered rare, is generally dpplmgainst many
real Internet servers. This finding exposes a serious deficienapamy defensive
approaches. To address this threat, CHAPTER 5 and CHAPTER 6 showva that
programming flaw, namely pointer taintedness, is a common cause oy man
vulnerabilities. A pointer is tainted when its value can be derivextttiiror indirectly
from the user input. Since pointers are internal to applicatibeg,ghould be transparent
to users. Thus a tainted pointer is a potential security vulneradiey will show a
theorem-proving-based source code analysis and an architecturatiausle detection

technique to detect pointer taintedness.
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CHAPTER 4

NON-CONTROL-DATA ATTACK: A REALISTIC
THREAT

4.1. Control-Data Attacks versus Non-Control-Data Attacks

Most memory corruption attacks shown in CHAPTER 3, and in fact kmasin
real attacks, follow a similar pattern known as tmmtrol-data attack they alter the
target program’s control data (data that are loaded to procesgpamr counter at some
point of program execution, e.g., return addresses and function pointers) intarder
execute injected malicious code or out-of-context library code (incpkatj return-to-
library attacks). The attacks usually make system calls (eagt, atshell) with the
privilege of the victim process. A cursory survey of the CERT/UERT security
advisories [17][75] and the Microsoft Security Bulletin [49] shows ttattrol-data
attacks are considered to be the most critical security threats.

Because control data attacks are dominant today, many effectivéqeees have
been proposed to defend against them. A reasonable question to ask ig wieethe
current dominance of control-data attacks is due to an attackab#ity to launch non-
control-data attacKsagainst real-world software. We think a possible answer is that
attackers may in general be capable of mounting non-control-data ditadisply lack
the incentive to do so because control data attacks are usuadly #aspnstruct and
require little application-specific knowledge. If this is indeegt when the deployment
of control flow integrity techniques makes control-data attack®ssible, attackers may
have the incentives to bypass the defenses via non-control-data attacks.

It should be emphasized that the target question ithea@xistenceof non-control-
data attacks, but thgeneral applicabilityof such attacks against real-world applications.

Their existence has been suggested as a potential threat in prewimks

® There are other names referring to attacks netimdf control flow. For example, Pincus and Bakalt thempure
data exploitd60]. We use the termon-control-data attacknainly to contrast with control-data attack.
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[24][73][77][83]. However, the applicability of these attacks has not lmedensively
studied.

This chapter provides experimental evidence to show that non-contraditiat&s
are realistic and can generally target real-world applicatioms.tdrget applications are
selected from the leading categories of vulnerable programs regyrt€ERT from
2000 to 2004 [17], including various server implementations for the HTTP, FHI®, S
and Telnet protocols. The demonstrated attacks exploit buffer overflayy,deeruption,
format string, and integer overflow vulnerabilities. All the non-contiaih attacks
constructed here resulted in security compromises as sevdresasdue to traditional
control-data attacks — gaining the privilege of the victim procesghdtumore, the
diversity of application data being attacked, including configuration, detx identity
data, user input data, and decision-making data, shows that attaekngatan be
diversified.

The experimental results show that attackers can indeed comprorarse real-
world applications without breaking their control flow integrity. Tlesults also imply
that finding a generic and secure solution to defeating memory corrgtamks is still
an open problem when non-control-data attacks are considered. Many aviafebkEve
techniques are not designed for such attacks: some address dypesicof memory
vulnerabilities, such as StackGuard [25], Libsafe [7] and FormatGa8iddome have
practical constraints in the secure deployments, such as pointectiprotf24] and
address-space randomization [9][57]; and others rely on control flow itgtefgr
security, such as system call based intrusion detection technique
[29][30][31][34][32][37][63], control data protection techniques [26][73][54] and non-
executable memory based protections [3][69]. Although compiler techngpes as
CCured [52], Cyclone [40].and SAFECode [27] are promising and effectiys toa
enforce type safety, migrating existing large legacy code to thevead®n is a non-
trivial task. Therefore, it is important to address the realibtieat of non-control-data
attacks in future research.

Besides the major contribution of demonstrating the general appligadfilnon-
control-data attacks, the work in this chapter can also be vieveeldigiher level as a step

toward the empirical evaluation of defensive techniques. With nmateremre promising
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defensive techniques being proposed, researchers have started ¢otheatizcessity of
such an empirical evaluation. In a survey paper [60], Pincus and Baitieitly call for
a thorough study on whether current defensive techniques “give sufficieattmnotin
practice that exploitation of low-level defects will ceésée a significant elevation of

privilege threat.”

4.2. Applicability Claim of Non-Control-Data Attacks

While control-data attacks are well-studied and widely used, theerd
understanding of non-control-data attacks is limited. Although their egisteas been
suggested for a long time, e.g., Young and McHugh [83] gave an example of scké atta
in a paper published even before the spread of the notorious Morria*dhe extent
to which they are applicable to real world applications is not yet kn@&cause non-
control-data attacks must rely on specific semantics of thettapplications (e.g., data
layout, code structure), their applicability is difficult to este without a thorough study
of real vulnerabilities and the corresponding application source Caaterol-data attacks,
on the other hand, are easily applicable to most real-world applicatzesthe memory
vulnerabilities are discovered.

This work is partly motivated by results from a number of researgierpa
investigating the impact of random hardware transient errors oansys&curity. Boneh
et al. [12] show that hardware faults can subvert an RSA ingoli&tion. Our earlier
papers [19][80] indicate that even memory bit-flips in application ead ko serious
security compromises in network servers and firewall functitesl Govindavajhala and
Appel conduct a physical fault injection experiment to subvert tha ldmguage type
system [36]. All these security compromises are very speoifapplication semantics,
and not due to control hijacking. It should be noted, however, that the security
compromises caused by hardware faults only suggest potential sebvedystsince
attackers usually do not have the power to inject physical hardwats fauhe target
systems. Nevertheless, the most compelling message from these ipapat real-world

19 One of the attack vectors of the Morris Worm ouesr a stack buffer ifingerdto corrupt a return address. This
worm makes control-data attacks widely known toghblic.
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software applications are very likely to contain security-critieah-control data, given
thateven random hardware errors can hit them with a non-negligible probability

We realize that several types of memory corruption vulnerabilitnegarticular,
format string vulnerability, heap overflow, signed integer overflow and doiubk
vulnerabilities, are essentially memory fault injectors — tHiyaattackers to overwrite
arbitrary memory locations within the address space of a vulneggipécation.
Compared to hardware transient errors, software vulnerabiligesiare deterministic in
that they always occur in the programs; and more amendable to attaitiet target
memory locations can be precisely specified by the attackeedBas this observation,
we have the following claim:

Applicability Claim of Non-Control-Data Attacksmany real-world software

applications are susceptible to non-control-data attacks, and the sevettitye of

resulting security compromises is equivalent to that due to control-data attacks.

The focus of our study is to empirically validate the applicabildgym. Since this is
a claim about real-world software, the only validation method wernagine is to select
a number of representative applications, and try to construct non-cortokitiacks.
Without real experiments, it would be impossible to answer thrger gaestions: (1)
what data within the target applications are critical to sgcather than control data, (2)
do the vulnerabilities exist at appropriate stages of the apphoaxecution that can lead
to eventual security compromises; (3) are the severity of ¢barisy compromises

equivalent to those due to traditional control-data attacks.

4.3. Security Critical Non-Control Data

Corruption of application data can usually lead to crash, or incorregutational
results. While control data (e.qg., return address, function pointerrgeted by control-
data attack, we are interested in finding non-control data thatmipeteed, result in
security compromises. In the study of several network server appigatwe
experimented with many types of non-control data. The results showhéhédllowing
types of data are critical to application security:

. Configuration data
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. User input
. User identity data
. Decision-making data

These classes are not meant to be mutually exclusive or cadlgatiomplete, but
rather, the classification gives an organized reasoning about passilmfitnon-control-
data attacks. In this section, we explain each of these data typ&gg they are critical
to security. For each data type, we describe the attack scheme(s) in Sectiamgdrdals
world applications.

It should be noted that identifying security critical non-control data angdtiuct
corresponding attacks require more sophisticated knowledge about progranticeema
than that for control-data attacks. We currently rely on manuatsas@f source code to
obtain such knowledge.

Configuration Data Site-specific configuration files are widely used by many

applications. For example, many settings of the Apache web smmebe configured
using httpd.confby the system administrator. The administrator can specify locaifons
data and executable files, access control policies for theafidsdirectories, and other
security and performance related parameters [5]. Similar dile used by FTP, SSH and
other network server applications. Usually, the server application pexethe
configuration files to initialize internal data structures atwbgy beginning of program
execution. At runtime, these data structures are used to corgrdietimaviors of the
application, and rarely change once the server enters the service lowppti@g
configuration data structures allows the attacker to change and evesl tembehaviors
of the target application. In our study, we have focused on the fite quafiguration
information. The file path directives define where certain dathexecutable files are
located so that the server can find them at runtime. They also agraecess control
policies. In the case of a web server, the CGI-BIN path diedinot only used to locate
the CGI programs, but also prevents a malicious client from invokbityaay programs,
i.e., only a pre-selected list of trusted programs in the speaiéctory can be executed.
If the configuration data can be overwritten through memory corruptiorerabilities,

an attacker can bypass the access control policy defined by the administrator.

33



User ldentity Data Server applications usually require remote user authentication

before granting accesses. These privileged applications usually caenedentity

information such as user ID, group ID and access rights in memory exatauting the

authentication protocol. The cached information is subsequently used bgrites for

remote access decisions. If the cached information can be ovemint the window

from the time when the information is first stored in memoryhe time when it is used
for access control, the attacker can potentially change the idemditgeaform otherwise
unauthorized operations within the target system.

User Input String Changing user input is another way to launch a successful non-

control-data attack. Input validation is a critical step in manyiegtpns to guarantee
intended security policies. If user input can be altered afterafidation step, an attacker
would be able to break into a system. We use the following steps attéog: (1) first,
use a legitimate input to pass the input validation checking in the afpmhc(2) then,
alter the buffered input data to become malicious; (3) finatiigef the application to use
the altered data. The attack describe here is actually atyg@CTTOU (Time of Check
To Time of Use) attack: using legitimate data to pass tharigecheckpoint, and then
forcing the application to use corrupted data that it considetsriagg. TOCTTOU was
mainly described in the context of file race condition attacks inettigting literature.
The attack studied here shows that the notion is applicable to melatargorruption as

well.

Decision-Making DataNetwork server applications usually use multiple steps for
user authentication. Decision-making routines rely on several Booleaiables
(conjunction, disjunction, or combination of both) to make the final verbtliot matter
how many steps are involved in the authentication, eventually at & gogit in the
program control flow, there has to be a conditional branch instructygmgsaither yes or
no to the remote client. Although such a critical conditional brandnugt®n may
appear in different places in the binary code, each of them miaikesitical decision
based on a single register or memory data value. An attackeocamptcthe values of
these final decision making data (usually just a one word Boolean wrtakihfluence

the eventual critical decision.
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Other Non-Control Data for Future Investigation&e have discussed four different

types of data that if corrupted, can compromise security. Many otpes bf data are
also critical to program security. We identify some of thenfdture investigations. File
descriptors are integers to index the kernel table of opened files. They can paotdo re
disk files, standard input/output, and network sockets. If the attaakechange the file
descriptors, the security of file system related operatiom$eacompromised. Changing
a file descriptor to 1 to that of a regular disk file could rediteaninal output to the file
and result in severe security damages. Another possible target RPie(Remote
Procedure Call) routine number. Each RPC service is registetbdawiinteger as its
index in the RPC callout link list. The caller invokes a servagine by providing its
index. Malicious changes of RPC routine numbers could change the pragrantis

without running any external code.

4.4. Validating the Applicability Claim

This section validates theapplicability claim stated earlier.It would be
straightforward to manually construct vulnerable code snippets to dentensta-
control-data attacks. This, however, does not validate the claim kechas we need to
show is the applicability of such attacks @wariety of real-worldsoftware applications.
Toward this end, we need to first understand what applicationgesyeent targets of
attacks and what types of vulnerabilities are exploited. A quick surymrfisrmed on all
126 CERT security advisories between the year 2000 and 2004. The8@ aremory
corruption vulnerabilities, including buffer overflow, format string vulneradéd,
multiple free and integer overflow. We found that 73 of them are inicapphs
providing remote services. Among them, there are 13 HTTP server afiliteys (18%),
7 database service vulnerabilities (10%), 6 remote login sevvicerabilities (8%), 4
mail service vulnerabilities (5%) and 3 FTP service vulnetasli (4%). They
collectively account for nearly half of all the server vulnerabilities.

Our criteria in selecting vulnerable applications for experimemtare: (1) different
types of vulnerabilities should be covered; (2) different types of sepplications
should be studied in order to show the general applicability of nhon-conteohttatks;

and (3) there should be sufficient details about the vulnerabilitidsasave can construct

35



attacks based on them. There are a number of practical cotsst@ad difficulties. A
significant number of vulnerability reports do not claim with cettaithat the

vulnerabilities are actually exploitable. Among the ones that égmyndo not provide
sufficient details for us to reproduce them. A number of the vulngrabithat do meet
our criteria are in proprietary applications. Experimenting withséhelose-source
programs is time-consuming given the available manpower in our primjeaddition, it

is not possible to explain the vulnerabilities in source code. Tdrereive have used
open-source server applications in our work for which both source coddesaited

information about the vulnerabilities are available.

The rest of this section presents the experimental resultsdéinenstrated non-
control-data attacks can be categorized along two dimensions: the geuaty critical
data presented in Section 4.3 and type of memory errors, such asdwdifdow and
format string vulnerability. Although a significant portion of this seci®mo illustrate
various individual non-control-data attacks in substantial detaildji¢ielevel goal is to

show that many real-world applications are in general vulnerable to suclsattack

4.4.1.Format String Attack against User Identity Data

WU-FTPD is one of the most widely used FTP servers. Sitee Exec Command
Format String Vulnerabilityf16] is one that can result in malicious code execution with
root privilege. All the attack programs we obtained from the Intesmerwrite return
addresses or function pointers to execute a remote root shell.

Our goal is to construct an attack against user identity datacaéimatead to root
privilege compromise without injecting any external code. Our fitethrgpt was to find
data items that if corrupted, could allow the attacker to logihéosystem as root user
without providing correct password. We did not succeed in this becauSéTteEXEC
format string vulnerability occurs in a procedure that can only be invoked af
successful user login. That means an attacker could not change datautthdirectly
compromise the existing authentication steps in FTPD. Our nertgtigas to explore
the possibility of overwriting the information source that is uswdalithentication. In
Unix-based systems, user names and user IDs are saved in aniéé/etc/passwd

which is only writable to a privileged root user. A natural thoughtoiscarrupt
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information in this file in order to get into the system. By ovemagitain entry in this file,

an attacker can later legitimately login to the victim maclase privileged user. We
observed that after a successful user login, the effective UWDD)Eof the FTPD
process has properly dropped to the user’s UID, so the process ransuaprivileged
user. Thereforggetc/passwd  can be overwritten only if we can escalate the privilege
of the server process to root privilege. This is possible bedhesecal UID of the
process is still 0 (root UID) even after its EUID is &ebe the user’'s UID. The success
of the attack depends on whether we can corrupt certain data stswtinat the EUID
can be reverted to 0. FTPD uses $k¢euid() system call to change its EUID when
necessary. There are §8teuid(0) invocations in the WU-FTPD source code, one of
which appears in functiogetdatasock() shown in Table 3. The function is invoked
when a user issues data transfer commands, suggt a@lownload file) angut (upload
file). It temporarily escalates its privilege to root ussegeuid(0) in order to perform
the setsockopt() operation. It then callseteuid(pw->pw_uid) to drop its
privilege. The data structupv->pw_uid is a cached copy of the user ID saved on the
heap. Our attack exploits the format string vulnerability to chgwgepw_uid to O,
effectively disabling the server’s ability to privilege droppingeait is escalated. Once
this is done, the remote attacker can download and upload arbitesyfrbim/to the
server as a privileged user. The attack compromises the root geivafeFTPD without
diverting its control flow to execute malicious code.

Table 3: Source Code ofetdatasock()
FILE * getdatasock( ... ) {

seteuid(0);
setsockopt( ... );

ééteuid(pw->pw_uid);

}...
The attack has been successfully tested on WU-FTPD-2.6.0. Wesdtedilish a

connection to the control port of FTPD, and correctly login as a mregsdat Alice. FTPD

sets its effective user ID to that of Alice (e.g., 109). Thentlthen sends a specially
constructedSITE EXEC command to exploit the format string vulnerability which
overwrites thepw->pw_uid memory word to 0. The client then establishes the data
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connection, and issuesgat command which invokes functiagetdatasock() . Due

to the corruption opw->pw_uid , the execution of the function sets the EUID of the
process to 0 permanently. The client can therefore dowriéiefbasswd  from the
server, add any entry desired, and then upload the file to the attacked ser entry
such as alice:x:0:0::/home/root:/bin/bash " indicates that Alice can login
to the server as a root user anytime via FTP, SSH or othealaleadervice. Figure 11

gives the state transition and flowchart of the attack.

Server states § Client commands

FTPD runs as root
Effective UID=0

' | ftp target-machine //connect to the target machine
< —] USER alice Illog in as Alice
i | PASS alice-correct-password

A,

pw->pw_uid is initialed to Alice’s UID,
e.g., pw->pw_uid=109. :
The effective UID is set to 109.

SITE EXEC \x22\x33\x07\x08%.f...%d%n
/[This command attempts to overwrite pw->pw_uid to 0

A
pw->pw_uid is now 0,
but effective UID is still 109

le CD Jetc
GET passwd /lget the file /etc/passwd
FTPD handles the GET command, l
which invokes getdatasock. Due to ! | modify alice’s entry, giving her root UID
the corruption of pw->pw_uid, the ¢ | alice:x:0:0::/home/root:/bin/bash
effective UID is escalated to 0, which |
allows full access to /etc/passwd : l
L ; PUT passwd //upload the modified /etc/passwd
v ' | BYE
Alice has become a user with root :
privilege.

Figure 11: User Idehtity Data Attack in WU-FTPD

4.4.2.Heap Corruption Attacks against Configuration Data

We have found that the memory corruption vulnerabilities on an HTTPateand
a Telnet daemon allow configuration data attacks to succeed inggetidt shells, if
these daemons run as root. Note that some HTTP daemons can runirgsieleged
user, e.g., a special useobody in which case the root compromise is unlikely to
accomplish, no matter whether the attack is a control-data aitagknon-control-data
attack. This fact does not affect our applicability claimestdbefore, because all we
claim is that non-control-data attacks can get the same prividegé as control-data

attacks, which is the privilege level of the victim server.
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Attacking Null HTTPDNull HTTPDis a multi-threaded web server on Linux. Two

heap buffer overflow vulnerabilities have been reported [55]. Availatgkie programs

overwrite a Global Offset Tabfe(GOT) entry of a function when the corrupted heap
buffer is freed. The program control jumps to the attacker’s rmoakccode when a
subsequent invocation of the function is made.

We found that corrupting CGI-BIN configuration string can result raot
compromise without executing any external code. CGI (Common Gateneafate) is a
standard for running executables on the server for data processing. &is @xi@ection
4.3, CGI-BIN directive restricts a user from executing prograntsidaithe CGI-BIN
directory and is thus critical to the security of the HTTP gerde client's URL
requesting the execution of a CGI program is always relative @o GBI-BIN
configuration. Assume that CGI-BIN path of the servesww.foo.com s
lusr/local/httpd/cgi-bin : when a request of URL
http://www.foo.com/cgi-bin/bar is processed, the HTTP server prefixes the
CGI-BIN to bar, and executes the fileusr/ | ocal / ht t pd/ cgi - bi n/ bar on the
server’s file system.

Our attack is to corrupt the CGI-BIN configuration so that thel ginegram/bin/sh
can be started as a CGI program. The heap buffer overflow vuliigrabitriggered
when a special POST command is received by the server. Due tottine akheap
corruption vulnerability, an attacker usually can only precisely contmlfirst two
bytes? in the corrupted word at a time to avoid segmentation fault. We tasuPOST
commands to precisely overwrite four characters in the CGlddiiguration so that it
is changed from /fusr/1 ocal/httpd/cgi-bin\0” to “/ bin\0". After the
corruption, we can staftbin/sh  as a CGI program and send any shell command as the
standard input tdbin/sh . For example, by issuingn /tmp/root-private-
file  command, we observe that the fitenp/root-private-file , Writable only
to the root, was removed. This indicates that we are indeed ablentany shell
command as root, i.e., the attack causes the root compromise. Figlienk2tise attack

process.

1 Global Offset Table (GOT) is a table of functiaminers for calling dynamically linked library futiens.
12\ the value to be written is a valid address rfoytes can be overwritten by a single heap colwnpittack.
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Server states 3 Client commands

Read CGI-BIN configuration
The configuration is /usr/local/httpd/cgi-bin

i | Send the first POST command to the server,
| to overwrite 2 bytes of CGI-BIN

CGI-BIN configuration is now /bi,
without the string terminator \0’

L Send the second POST command to the server,

r © | to overwrite other 2 bytes of CGI-BIN
CGI-BIN configuration is now /bin, l
with the string terminator \0’ !

| . | Send the third POST command to run a shell
l i | command on the server:

' POST /cgi-bin/sh http/1.07
Content-Length: 704
5

Server translates the file name as
/bin/sh, and run it using the string
specified by the client as the standard

input echo Content-type: text/plain /7 This will pe the
’ i echo [J standard input
l echo 7 } string to /bin/sh
: rm /tmp/root-private-file 7 on the server.
/tmpl/root-private-file, writable only to o |

the root, is removed

Figure 12: Configuration Data Attack against NULL HTTPD
Attacking NetKit Telnetd. A heap overflow vulnerability exists in many Telnet

daemons derived from the BSD Telnet daemon, including a default aRddhux
daemonNetKit Telnetd15][51]. The vulnerability is triggered when functiteircv()
processes client requests OAYT (i.e., Are-You-Therg configuration. The attack
downloaded fromBugtraq overwrites a GOT entry to run a typical malicious code
starting a root shell.

When the daemon accepts a connection from a Telnet clieratstg atchild process
to perform user authentication. The file name of the executablédaathentication is

specified by a configuration stringpginprg , whose value can be specified as a

command line argument. A typical value/lsn/login . Suppose the remote user is
from attacker.com , function start_login(host) shown in Table 4 starts the
command/bin/login —h attacker.com —p by making anexecv call to

authenticate the user. The integritylefinprg s critical to the security. We observe
that the vulnerable functiotelrcv() can be invoked after the initializations of
loginprg andhost variables, but before the invocationstért login(host)
Therefore, the exploitation of the heap overflow vulnerability allows ontngy
loginprg  value to/bin/sh , andhost value to—p, so that the commantin/sh

-h—p—p  will be executed by functiostart_login() , giving a root shell to the
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attacker. Note that iiost was not overwritten or it was overwritten to an empty string,
sh command would generatd-de Not Existerror.

Table 4: Attacking loginprg and host variables in Telnet Daemon

void start_login(char * host,...) {
addarg(&argv, loginprg);
addarg(&arg, "-h");
addarg(&argv, host);
addarg(&arg, "-p”);
execv(loginprg, argv);

Without the corruption, the execv call is:
/bin/login —h attacker.com —p

Due to the corruption, the execv call is:
/bin/sh =h —p -p

4.4.3.Stack Buffer Overflow Attack against User Input Data

Another HTTP server, GHTTPD, has a stack buffer overflow vulnenabiii its
logging function [33]. Unlike the heap corruption, integer overflow or forn@mgs
vulnerabilities, a stack overflow does not allow corrupting arbitragmory locations,
but only the memory locations following the unchecked buffer on the stack. dsie m
popular method to exploit stack buffer overflow vulnerability is to use th&-staashing
method, which overwrites a return address [33]. The attack overwrédanction return
address saved on stack, and changes it to the address of the injalitéalisncode,
which is also saved in the unchecked buffer. When the function retutmsgins to
execute the injected code. Stack buffer overflow attacks have bemrsiggty studied
and many runtime protection solutions have been proposed. Most of the techryidqoes t
detect corruption of return addresses. We construct an attackeitiadr injects code nor
alters the return address. The attack only alters the backup afalueegister in the
function frame of the vulnerable function to compromise the secuaitgation checks
and eventually cause the root compromise.

The stack buffer overflow vulnerability is in functidag() , where a long user
input string can overrun a 200-byte stack buffer. A natural way to conduateontrol-
data attack is to see if any local stack variable can be atterwi\We were not able to
find any local variable that can be used to compromise its sedastead, we found that
three registers from the caller were saved on the stack antheof functionog() and

restored before it returns. RegiskE®l holds the value of the variabgr of the caller
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function serveconnection() . Variable ptr is a pointer to the text string of the
URL requested by the remote client. Functserveconnection() checks if the
substring .. " (i.e., the parent directory) is embedded in the requested URIhoWwit

the check, a client could executavw.foo.com/cgi-bin/../bar , an executable
outside the restricted CGI-BIN directory. We observe that funtbigf) is called after
serveconnection() checks the absence of.“ ” in the URL, but before the CGI
request is parsed and handled. This makes a TOCTTOU (Time of Check To Timé of Use
attack possible — we first present a legitimate URL withéut *’ to bypass the absence
check, then we change the value of regi&gt (value of ptr ) to point to a URL
containing /.. " before the CGI request is processed.

Table 5: Source Code o$ervconnection() and log()

int serveconnection(int sockfd) {
char *ptr; // points to the URL
/I ESl is allocated
/I to this variable

1: if (strstr(ptr,” . ")
reject the request;

2: log (...);

3:if (strstr(ptr,”cgi-bin”))

4: Handle CGI request

Assembly of log(...)
push %ebp

mov %esp, %ebp
push %edi

push %esi

push %ebx

... stack buffer overflow code
pop %ebx

pop %esi

pop %oedi

pop %ebp

ret

The attack scheme is given in Figure 13. The default configuratiofG6BON of
GHTTPD is /usr/local/ghttpd/cgi-bin , So the path /cgi-
bin/../../..I..Ibin/sh

use theGET command of the HTTP protocol to trigger the buffer overflow condition and

is effectively the absolute pathin/shon the server. We

force the server to rumbin/sh as a CGI program: we send the commaGET

AA...AA\xdc\xd 7\xff\xbf O/cgi-bin/../..1..I../bin/sh " 13 to the
server. The server converts the first part of the command,
“AAA...AAA\xdc\xd7\xf\xbf ", into a null-terminated string pointed to Ipyr in
function serveconnection() . This string passes thé.” ” absence check in Line 1

of serveconnection() . When the string is passed to tbg() function in Line 2,
it overruns the buffer and change the saved copy of re@Stefi.e., ptr ) on the stack
frame oflog() toOxbfffd7dc  (i.e., the bytes followingA” characters in the request),

13«AA...AA” represents a long string of “A” characters
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which is the address of the second part of the GET commadndi- “
bin/../../..I../bin/sh ". Whenlog() returns, the value gftr points to this
unchecked string, which is a CGI request containing “. Succeeding in the check of
Line 3, the request eventually starts the executiaibiofsh  at Line 4 under the root
privilege.

Server states 3 Client commands

Read CGI-BIN configuration ;
The configuration is /ust/local/ghttpd/cgi-bin |:

Send the GET command to the server,
¢ 1| GET AAAAAAAAWXACXA7\xff\xbf L 7 fegi-bin/../../....[oin/sh

The URL string pointed by ptr is
AAAAAAAA\xdc\xd7\xff\xbf.

Itis a legitimate URL because no
substring “/..” is present.

A,
The four bytes \xdc\xd7\xff\xbf are
overwritten to ESI, making ptr pointing to
Oxbfffd7dc, where the string
/cgi-bin/../../..I../bin/sh is located.

A

/bin/sh is started as a CGI program ‘

A4
Interact with the root shell running on the server ‘

1
T

W

Figure 13: User Inbut Data Attack in GHTTPD

4.4.4.Integer Overflow Attack against Decision-Making Data

We also study decision-making data used by security-related operati@esver
applications. These data are usually Boolean variables used thetemcertain criteria
are met by a remote client. If so, access will be grantedttAokar can exploit security
vulnerabilities in a program to overwrite such Boolean variablesgah@ccess to the
target system. We study the attack in the context of a secure (Si8H) server
implementation.

An integer overflow vulnerability [70] exists in multiple SSH \a&r
implementations, including one fron$SH Communications Incand one from
OpenSSH.orgThe vulnerability is triggered when an extraordinarily large encrypted
SSH packet is sent to the server. The server copies a 32-gerimicket size value to a
16-bit integer. The 16 bit integer can be set to zero when the pad&sie enough. Due

to this condition, an arbitrary memory location can be overwritten byattaeker.

43



Available exploitation online changes a function return address tonalicious shell
code [70]. Detailed descriptions and analyses of this vulnerabilitypeafound in [58]
and [72].

Our goal is to corrupt non-control data in order to login to the syaseraot without
providing a correct password. We study the source code of the SSidr ser
implementation from SSH Communications Inc. The integer overflow xalbigy is in
function detect_attack() , Which detects th€ RC32 compensation attaelgainst
the SSH1 protocol. This function is invoked whenever an encrypted packetsarri
including the encrypted user password packet. The SSH server oelidanction
do_authentication() (shown in Table 6) to authenticate remote users. It uses a
while loop (line 2) to authenticate a user based on various authenticatidramssus,
including Kerberosandpassword The authentication succeeds if it passes any one of the
mechanisms. A stack varialdethenticated is defined as a Boolean flag to indicate
whether the user has passed one of the mechanisms. The initiabfvalitbenticateds
O (i.e., false). Line 3 reads input packet usparket read() , which internally
invokes the vulnerable functiodetect_attack() . Our attack is to corrupt the
authenticated flag and force the program to break out ofwhiele loop and go to
line 9, where a shell is started for the authenticated user.

Table 6: Source Code of do_authentication()

void do_authentication(char *user, ...)
1: int authenticated = 0;

2: while (fauthenticated) {
/* Get a packet from the client */
3: type = packet_read();
/I calls detect_attack()
internally
4:  switch (type) {

5: case SSH_CMSG_AUTH_PASSWORD:
6. if (auth_password(user,
password))
7: authenticated =1;
case ...

}
8: if (authenticated) break;

/* Perform session preparation. */
9: do_authenticated(pw);

44



Our attack tries to login as root without providing a correct passwandn the
server is ready to accept the root password, the SSH client ey large packet to
the receiving functiopacket_read() (Line 3). The packet is specially formulated to
trigger the integer overflow vulnerability whenpacket read() calls
detect_attack() for detection. As a result, tleuthenticated flag is changed
to non-zero. Although the server does fail in functath_password() (Line 6), it
breaks out of thevhile loop and proceeds to create a shell for the client (Line 9). The
client program successfully gets into the system without providingpassword. Figure
14 shows the status of both the client and the server during the attack.

Currently our attack program has not calculated the correct checks$utine
malicious packet that we sent to the server, so the packet wouldidated by the
checksum validation code in the SSH server. For a proof-of-concepk, attac
deliberately make the server accept the malicious packet withbdating its checksum.

To make the attack complete, we need to understand the DES cryptographic algorithms t
recalculate the checksum. Note that an attack including the checkalgniation
algorithm is publicly available [72]. Other than this peculiaritg, ave confirmed that

the vulnerability allows precise corruption atithenticated flag, and that this

corruption is sufficient to grant the root privilege to the attacker.

Server states 5 Client commands

Start do_authentication()
authenticated is 0

1| Start the modified SSH client by
¢ | ssh—v -l root TARGET_SSH_SERVER

Ask for root password I

H A
| Send a malicious packet as the password.
1| This packet overwrites the authenticated

1| flag to non-zero.

A

authenticated flag is now non-zero.
Although SSH server fails in password
authentication, the attacker still gets in
because authenticated is non-zero.

A 4

Call do_authenticated() to start a root
shell

Figure 14: Attacking Stack Variable authenticated in SSH Server
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4.5. Implications on Defensive Techniques

The success in constructing non-control-data attacks for various netenosér s
applications suggest a re-examination of many current defensive techmidues can
be broadly categorized into two classes: techniques to avoid having meahetyy bugs
in software and techniques to defeat exploitations of these bugs. sbiesslithese

techniques below and the impact of our result on them.

4.5.1.System Call Based Intrusion Detection Techniques

Many host-based instruction detection systems (IDS) monitor the behafi an
application process at system call level. These systems abdttact models of a
program based on system call traces. At runtime, the IDS momg@ystem calls issued
by the program. Any deviation from the pre-built abstract model is copsgiddnormal
or incorrect behavior of a program. One of the earliest attengstdy Forrest et. al. [31]
[37] in which they used short sequences of system d&ltgdmg obtained from training
data to define a process’s correct behavior. The monitoring isteemof sequence
matching against the pre-buM-gram database. Wagner and Dean [77] build abstract
system call models from the control flow graph based on staticesoode analysis. A
basic non-deterministic finite automaton (NDFA) and a more poweddeterministic
pushdown automaton (NPDA) that incorporates stack state are ekiar et al. [63]
improves Forrest’s training method. They built a finite state automaton (FE®adracted
from training system traces by associating system calls withgrogounter information.
Feng et. al. [29] further improves the training method in the VtPattiem At every
system call, VtPath extracts the virtual stack list, whictinéslist of return addresses of
functions in the call stack. Then a virtual path is extrafri@ah two consecutive virtual
stack lists and stored as a string in a hash table. VtPathsdseteuoe attacks that are
missed by the FSA model. In a follow-up paper, Feng et. al. [30] propostatia
version of VtPath, called VPStatic, and compared to the DYCK bffirGat. al. [34]
which constructs PDA models directly from binary code. Gao et3a]. groposes the
execution graph model that uses training system call traces to apptexihe control
flow graph that is usually only available through static code analykis.execution

graph is built by considering both program counter and call stack information.
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All these intrusion detection methods monitor process behaviors aydtesnscall
level, that is, they are only triggered upon system calls. As sleawer, non-control-
data attacks require no invocation of system call, thereforettideks will most likely
evade the detection of the system-call based monitoring mechane. flow
information needs to be incorporated in these IDS models in orderettt denh-control-
data attacks.

Some IDS techniques [41] abstract program normal behaviors usingicsthtis
distributions of system call parameters. The distribution is olutdioen training data. At
runtime, the IDS detects program anomalies by observing deviationtlfr@rtraining
model. These methods detect intrusions based on the anomalies oftluatdahan the
anomalies in control flow. Therefore, we believe that with proper training, Hregetect
some of the non-control-data attacks: the HTTPD CGI-BIN latdeen/bin/shis run by
the execve(since that is most likely not in the training model. The method, hawesve
not able to detect the decision-making data attack in Section 4.4.4 wheystem call
parameter is modified; it cannot detect the user-identity datekadiscussed in Section
4.4.1 without considering control flow information in the training model. ghnibe
difficult for a statistical algorithm to precisely extracfine-grained policy to detect the
attacks with a reasonably low false positive rate. Despitd semhnical difficulties,
considering system call parameter anomalies is one possible wateta current IDS’s
in detecting some non-control-data attacks.

4.5.2.Control Data Protection Techniques

Corrupting control data to alter the control flow is a criticapst traditional attacks.
Compiler techniques and processor architecture level techniquebé&aneroposed in
very recent papers to protect control data. DIRA is a compileutimetically insert
code only to check the integrity of control data [68]. An explicitlyestgtistification of
this technique is that control flow diversion attacks are curremthgsidered the most
dominant attacks. Suh, Lee and Devadas developedséicare Program Execution
technique to defeat memory corruption attacks [73]. The idea ig tbheéadata directly or
indirectly derived from 1/O aspuriousdata, which a concept more commonly referred to

as tainted data in other literatures [28][59][66]. Security kstare detected when tainted
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data is used as an instruction or jump target addresses. Anotlet werk on control
data protection iMinos [26], which extends each memory word with iategrity bit.
Integrity indicates whether the data originating from a trusted sourcee$isentially the
negation otaintednessVery similar toSecure Program Executiphlinos detects attacks
when the integrity bit of a control data is 0.

We agree that control data are highly critical in security-edlatpplications. Not
protecting them allows attacks to easily succeed. While the suthiothe above
defensive techniques assume that protecting control data integritfefesat most attacks
exploiting memory corruption vulnerabilities, this assumption may be undade the

general applicability of non-control-data attacks is considered.

4.5.3.Non-Executable Memory Based Protections

A number of defensive techniques are based on non-executable memory pages,
which block the attackers’ attempt to inject malicious code ontatabhAe memory page
and later divert program control to execute the injected code. StabkPa Linux patch
to disallow executing code on the stack [69]. Microsoft has also impleshenon-
executable memory page supports in Windows XP Service Pack 2 [&{ldition, the
latest versions of Linux and OpenBSD are enhanced with similar protections.

These defensive techniques cannot defeat non-control-data attacksebtuae is
no attempt to run any injected code during the attacks. Note that ncutaie memory
based protections can also be defeated byréhen-to-library attacks, which divert
program control to library code, instead of the injected code [79].

4.5.4.Memory Safety Enforcement

CCured[52] is a program transformation tool that attempts to sttigatify that a
C program is type-safe, and thus free from memory errors. Whea atatlysis is
insufficient to prove type-safety, it instruments vulnerable portion©dé avith checks
to avoid errors such as NULL pointer dereferences, out-of-bounds meowassas, and
unsafe type casts. Its main mechanism for enforcing memory safatyype-inference
algorithm that distinguishes pointers by how safely they are usedd Basethis
classification of pointers, code transformations are applied todaea@ppropriate runtime
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checks for each type of pointer. Althou@Cureds analysis techniques and runtime
system are sophisticated and guarantee memory safety, instmgnexisting programs
often require nontrivial source code changes to ensure compatibility extiernal
libraries.

CREDI61] is a buffer overflow detector that uses the notion of refetgetts to add
bounds checking to C without restricting safe pointer. Any addressesingsubm
arithmetic on a pointer must lie within the same memory objetttedf the pointer. To
enforce thisCRED stores the base address and size of all memory objects in dug obj
table. Immediately before an in-bounds pointer is used in an arithimedration, its
referent object’s bounds data is retrieved from the object fBbie data is used to ensure
the pointer arithmetic’s result lies within the bounds of theregft object. When an out-
of-bounds address is used in pointer arithmetic, its associa@nebbject’'s bounds
data is used to determine if the resulting address is in boundsdicerperformance
overhead CRED limits its bounds checking to string buffers, which implies DRED
does not provide protection against attacks involving non-string buffersdditioa,
programs that perform heavy string-processing (e.g., web/email secaersyill incur
overheads as high as 200%.

Cyclone[40] is a memory-safe dialect of C that aims to maintainmadcC’s flexible,
low-level nature. It ensures safety in C by imposing a number ofictestis. Like
CCured Cyclone adds several pointer types that indicate how a pointer is used and
inserts appropriate runtime checks based on a pointer’s type. Portingg@ms to
Cyclone however, can be difficult due to its additional restrictions and is&csa For
example Cycloneonly infers pointer kinds for strings and arrays. As such, it endfte
programmer’s responsibility to determine the appropriate typegommder. This task can
be very time-consuming for large programs that make extensive use oérpoilmt
addition, Cycloneprograms often perform significantly worse than their C counterparts
and commonly-used software development tools such as compilers and debugge
be modified for use witlyclonesource code.

SAFECode[27] is a compiler technique with the ultimate goal of enabling 100%
static memory-safety enforcement for programs running on embedded sy$tarkey

technique is an automatic pool allocation algorithm. Altho8gfFECodedoes impose

49



certain language restrictions on C programs, it has been testedtagaiverse set of
embedded C programs. Because it is a static compiler anagisique, it does not
incur the runtime overhead @CuredandCyclone

Although the techniques enforcing memory-safety continue to show greatspromi
the software engineering community has not established techniquedldhatia easy
migration path from current large code bases, and thus memory-safgtare likely to
still exist for an extended period of time. For this reason, reflsedforts should still be

invested in defensive techniques that assume the existence of memory-safety bugs.

4.5.5.0ther Defensive Techniques

We now discuss other runtime defensive techniques which do not assume the
control-data attack pattern.

Specialized technigues of which the effectiveness is not affgctezh-control-data

attacks.Some specialized dynamic detection techniques are not affected oy miooi-
data attacksStackGuard25] andLibsafe[7] can still defeat many stack buffer overflow
attacks unless security sensitive data are in the same &suthe overflowing buffer, like
the one in GHTTPD exampl&ormatGuard[23] is still effective to defeat format string
attacks because it does not allow overwriting arbitrary memory ssklre However,
these techniques are not generic enough to defeat attacks exploitingtypeberof
vulnerabilities.

Generic techniques requiring improvemem{song various techniques that address

a broader range of memory vulnerabilities, the underlying principlethefpointer
protection techniquéointGuard[24], address-space randomization techniques [9][57]
and TaintCheck [54] are sound, but improvements are needed to better thessey
principles:

PointGuardis a compiler technique that embeds pointer encryption/decryption code
to protect pointer integrity in order to defeat most memory corruption attacksndipfe,
if all pointer, including pointers in application code and in librafeg., LibC), are
encrypted, most memory corruption attacks can be defeated. However, wiitleout
instrumented library code, the current PointGuard cannot defeat many nawi-deudr

attacks. For example, the previous presented heap overflow and format stringaathacks
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corrupt heap free-chunk pointers and the argument pointepirtf-like functions,
which are pointers in LibC. Although there are technical challengesth@n
instrumentation of PointGuard at the library level, such as tHe ddaccurate type
information, we argue that such an improvement is essential.

The principle ofaddress-space randomizatidachniques is to rearrange memory
layout so that the actual addresses of program data are diffeath execution of the
program. Ideally, the addresses should be completely unpredictable. Hé&gst
Shacham et al. [65] has recently shown that most current randmmizaplementations
on 32-bit architectures suffer from the low entropy problem — evenweithaggressive
re-randomization measures, these techniques cannot provide more tharil6-@D
entropy, which is not sufficient to defeat determined intruders. Deployidgess-space
randomization techniques on 64-bit machines is considered more secure.

TaintChecK54] uses a software emulator to track the taintedness of afpticiata.
Depending on its configuration and policies, TaintCheck can perform cheeksarrety
of program behaviors, e.g., use of tainted data as jump target, useted tdata as
format string, and use of tainted data as system call argumeet®nBEng the use of
tainted data as system call arguments can be used to detectbsdmot all non-control-
data attacks. However, as the authors of TaintCheck have pointed octrtHsad to
false positives as some applications do require legitimately gaigetainted data in the
system call arguments. Further, the reported runtime slowdownwvigdret5-37 times.
Further research is required to address the issues of securitpg@vialse positive rate

and runtime overhead.

4.5.6.Defeating Memory Corruption Attacks: Still Challenging in

Practice

The above analysis shows that finding a generic and secure runtinméqte to
defeat memory corruption attacks is still an open problem. Theadigedi techniques
can only defeat attacks exploiting a subset of memory vulnerabilfi@s.generic
defensive techniques, many of them provide security by enforcing controirfiegrity,
and thus the security coverage is incomplete due to the generalabpipyicof non-

control-data attacks. A few other generic solutions, although not fumdaltgerelying
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on control flow integrity, need improvements to overcome the praataatraints in

their deployments.

4.6. Empirical Discussions on Mitigating Factors

Despite the general applicability of non-control-data attacks, avexgierience more
difficulties when constructing these attacks as compared to comsgruezintrol-data
attacks. In particular, the requirement of application-specifiasémknowledge and the
lifetime of security critical data are major mitigatingtias that impose such difficulties

on attackers.

4.6.1.Requirement of Application-Specific Semantic Knowledge

An obvious constraint for constructing non-control-data attacks is attakekance
on application-specific knowledge. In a control-data attack, as londuwei@on pointer
or a return address can be overwritten, a generic piece of shelvdbbe started to do
all kinds of security damages easily. However, a non-control-datekatiust preserve
control flow integrity, so an attacker needs to have in-depth knowledgé¢ labauthe
target application behaves. For example, to attack HTTP servenseedethe insights
into the CGI mechanism; to attack WU-FTP server, we should know lmeweftective
UID is elevated and dropped. In the current stage, we have not forchataiutomatic
method to obtain such knowledge. The method that we used in attack coors$ris a
combination of vulnerability report review, debugger-aided source code reanew
certain diagnostic tools such stsace(system call tracer) arittace (library call tracer).
This is apparently a time-consuming process.

However, we argue that this is not a fundamental constraintackets because, 1)
knowledge of widely used applications is not hard to obtain, so a deseraitacker is
likely to eventually succeed no matter how long it takes, if treegestrong incentive; 2)
Although we spent lots of effort to construct these attacks, futtaekars may not need
the same amount of effort. For example, suppose a new vulnerabilitfowad in
another HTTP server, an attacker would easily think of attackingBIXGconfiguration.
This can be similar to the history of the stack-smashing attatkvas a mystery when

the Morris Worm spread, but is now straightforward to understand.
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4.6.2.Lifetime of Security Critical Data

Lifetime of security critical data is another constraintseeking non-control-data
attacks. The lifetime of a value is defined as the intereah fthe time when the value is
stored in a variable to the time of its last reference befme/ariable is de-allocated or
reassigned. Only when a vulnerability is exploitable during the lifetifreome security
critical data can an attack succeed.

Our experience shows that although there are many potential dat twi security,

a majority of them are eliminated by the constraints of vafa@nie — the vulnerability
occurs either before the data value is initialized or after sbmantically diverging
operation is performed. Therefore, reducing the lifetime should be coetside a secure
programming practice. Two of the discussed attacks would not succeedpfograms
were slightly changed as shown in Table 7. The original WU-FTPD &mncti
getdatasock() uses the global da@v->pw_uid in theseteuid call, allowing
any vulnerability occurring beforgetdatasock() to escalate the process privilege. If
the function was written as (A2), where a short-living local alde is used, only a
vulnerability occurring within the lifetime dmp (denoted as an arrow) could affect the
seteuid call. Similarly, in the original SSHIdo_authentication() (code B1),
the lifetime of theauthenticated value covers the vulnerabfecket read()

call. By inserting the statementuthenticated=0 " after Line L1 in code B2,
authenticated flag is always refreshed in every iteration, and thus itdirte
becomes shorter. The attack could not succeed since the vulnerabilitywas out of

the lifetime ofauthenticated flag.
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Table 7: Reducing Data Lifetime for Security

(A1) Original WU-FTPD getdatasock()
seteuid(0);
setsockopt( ... );
seteuid(pw->pw_uid);

(A2) Modified WU-FTPD getdatasock()
tmp = geteuid();
seteuid(0);
setsockopt( ... );
seteuid(tmp);

(B1)Original SSHD do_authentication()
{ int authenticated = 0;
while (‘authenticated) {
L1:type = packet_read();
switch (type) {
case SSH_CMSG_AUTH_PASSWORD:
if (auth_password(user, passwd))
authenticated = 1;
case ...

/Ivulnerable

(B2)Modified SSHD do_authentication()
{ intauthenticated = 0;
while (fauthenticated) {
L1:type = packet_read();
authenticated = 0;
switch (type) {
case SSH_CMSG_AUTH_PASSWORD:
if (auth_password(user, passwd))
authenticated = 1;

/Ivulnerable

case ...
if (authenticated) break; }

if (authenticated) break;
do_authenticated(pw);
do_authenticated(pw);

The lifetimes of security critical configuration data, as thosthe NULL HTTPD
attack and the Telnetd attack, are more difficult to redigeossible protection solution
is to encrypt them in a similar way as the encryption technigeg lsPointGuardor to

set the memory of configuration data read-only.

4.7. Summary of Non-Control-Data Attack Applicability

We begin with the applicability claim thatany real-world software applications
are susceptible to attacks that do not hijack program control flow, ancetregity of the
resulting security compromises is equivalent to that due to control-attdaks. The
claim is empirically validated by the experiments on constructing-control-data
attacks against many major network server applications. Each akpldkts a different
type of memory vulnerability to corrupt non-control data and obtain thdggeviof the
victim process. The results of the experiments indicate thatotdliotv integrity may not
be a sufficiently accurate approximation to software security géheral applicability of
non-control-data attacks represents a realistic threat to bielemts seriously in defense
research.

We study a wide range of current defensive techniques and discuskengeneral
applicability of non-control-data attacks affects the effectivenéshese techniques. The

analysis shows the necessity for further research on defensed agaimsry corruption
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based attacks. Finding a generic and secure solution to defeat memaption attacks
is still an open problem.

Despite their general applicability, non-control-data attacksesm dtraightforward
to construct compared to control-data attacks because they réugight semantic
knowledge about the target application. Another important constrathe ififetime of
security-critical data. We suggest that reducing data lifetsme secure programming

practice that will increase software resilience to attacks.
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CHAPTER 5

REASONING ABOUT VULNERABILITIES USING
POINTER TAINTEDNESS SEMANTICS

5.1. Pointer Taintedness

The FSM analysis work presented in CHAPTER 3 and the study of non-eontrol
data attacks presented in CHAPTER 4 prompt us to seek defensingjtex providing
better security protection coverage via identifying a root cause agt rmemory
corruption attacks. The FSMs of stack buffer overflow, heap corruptiteger overflow
and format string vulnerability presented earlier suggest the recéstd a common root
cause —pointer taintednesswhich refers to the program behavior that during the
execution of a program, a pointer value (including return addressjivedielirectly or
indirectly from user input. Since pointers are internal to applicatithveyy should be
transparent to users. Thus a taintable pointer suggests a potential security viijnerabil

In order to support the claim that pointer taintedness is indeecbdt cause of a
wide range of real vulnerabilities, this section gives detailkcstibtions about the
internals of format string vulnerability, heap corruption vulnerabilityclst buffer
overflow andglobbing vulnerability. We then propose a theorem-proving based source
code analysis technique to reason about these security vulnerabilggesdrathe notion

of pointer taintedness.

5.1.1.Format String Vulnerability

Format string vulnerability is caused by incorrect invocationpohtf -like
functions (e.g.printf, sprintf, snprintf, fprintf andsyslog ). Table
8 gives examples of correct and incorrect invocation®raitf() (our simplified
version of LibC printf() that we developed). This sample program produces five
lines of output (shown in Table 8). Output lines O1 and O2 result frooutng line L3
of the code: the stringuf hosting ‘hello’, and the integeir has the value 1234. In
addition, line L3 uses the format directi®én to write the character count (i.e., the
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number of characters printed up to that point) into the address ofothesmonding
integer variable. In this case, the length sifihg=hello Odata=1234 [I"is 23, so
Printf() writes 23 to the integgr. This value is printed out in line O3 of the program
output. The format string vulnerability is caused by incorrect invocatiderintf  in
line L4, which directly useduf as the format string (the proper usage should be
Printf(*%s”, buf) ).

This vulnerability is usually exploited in the following manner. Letssume that
the attacker wants to corrupt an arbitrary memory location (e.ggldbal integet). In
order to do this, he/she constructs an input stouifg as given below (observe that the

beginning of the input string corresponds to the address of global integer
\x78 \x99 \x04 \x08 %d %d %d ‘1’ ‘2’ ‘3’ ‘4’ ‘5’ %n

The string is read bgcanf() and passed t&rintf() , Which in turn, calls
Viprintf() . Just before Line L1 is executed, the stack layout is like thenoRigure
15. In Viprintf() , there are two pointerg: is the pointer to sweep over the format
string buf (from “\x78” t0"%n”"), andap is the pointer to sweep over the arguments
(starting from the 12-byte gap). The attacker deliberately embesks ‘©6d” directives in
buf so thatap can consume the 12-byte gap and get to the Wa08049978 . A
padding string “12345” follows the “%d” directives in order to adjusictim@racter count.
As we see in the program output line O4, the words in the 12-byterggmiated as
three integers followed by a padding string “12345”. Eventually, whanrives at the
position of “%n” (i.e., the code line L1 is about to be executmg)happens to arrive at
the position 00x08049978 . Line L1 writes the character cowrdunt to the location
pointed by*ap . In this case, since the content in the location pointedaby is the
address of the integer, the character count 31 is writtenito Note that this attack can
overwrite any memory location, including locations containing return aseseor the
global offset table of an application, which can result in the execafidine attacker’s

code.
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Table 8: Format String Vulnerability lllustration

int Vfprintf (FILE *s, const char *format, va_list ap)
{ char*p;
int count;
p = format; ... ...
L1: *(int*) ap = count;

}

int Printf (const char *format, ...)
{ va_listarg; ......
L2: Vfprintf (stdout, format, arg);

int i,j;

int main()

{ char buf[100];
/IThis is how to call Printf correctly
strepy(buf,"hello");
i=1234;

L3: Printf("string=%s\ndata=%d\n%n",buf,i,&j);

Printf("total output length=%d\n",j);

/[This is how format string vulnerability occurs
scanf(“%s”,buf);

L4: Printf(buf);

L5: Printf("\ni=%d\n",i);

}
Program Output:
O1: string=hello
02: data=1234
0o3: total output length=23
04 134514747123413451916812345
O5: i=31
High A %n P
- string 12345
g %d%a%d buf
= 0x08049978 —— P <5 ap
s \ 2 12-byte gap «— a
= A — format
_3 ReturnAddr of Printf
§ ’é FramePointer of Printf
2 . arg
% count
ap
format
v E S
Low ;& ReturnAddr of Vfprintf
FramePointer of Vfprintf
i ..... I:] Tainted locations

Figure 15: How to Overwrite the Global Integeri
We can view the above vulnerability as a consequence of pointer tassedim the
above code (Table 8), the stribgf is obtained from user input and is hence tainted (as

indicated in Figure 15 as a grey area). When the poaptesweeps over the stack and
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points tobuf , *ap becomes taintedp is then dereferenced in Line L1, and the tainted
value of*ap is the target address of the write operation. This cantéetiee corruption

of an arbitrary memory location. Thus we see that pointer thiets is the root cause of
this vulnerability. Note that the pointéap gets tainted becaussg moves into the
tainted memory locations, and there is no explicit assignmentaihted value téap in

the C code. Hence a memory model is necessary to reason abouttduness ofap .
The next section defines the formal semantics of pointer taintedisesy a memory
model, and Section 5.3 shows how the semantics can be used to reasore@ayt s

vulnerabilities in library functions.

5.1.2.Heap Corruption Vulnerability

Heap corruption vulnerabilities (including heap buffer overflow and doulele) fr
may result in modifying arbitrary memory locations and execution oflaitraay code.
To illustrate heap corruption vulnerabilities, we ported an impleatient of binary

buddy heap management system (originally implemented on Windows) to Linux.

Table 9: Heap Corruption Vulnerability Illlustration

typedef struct  HEAP_BLOCK {
int Size; /I The size of the block.
int Busy; /I Is this block busy?
struct  HEAP_BLOCK * Fwd,* Bak; // List to the free blocks
/I of same size
} HEAP_BLOCK, * PHEAP_BLOCK;
void Free(PVOID p)
{ HEAP_BLOCK * BuddyBlock;

Lo | ...
BuddyBlock->Fwd->Bak=BuddyBlock->Bak ;
b
void foo() {
int main()
L1 | { char*p;
void (*)();
L2 f=foo;
L3 p = Malloc(40);
L4 printf("At the begining, f=%p p=%p\n".f,p);

*(UINT*)(p+60)=(UINT)p;
*(UINT*)(p+56)=((UINT)&f)-12;

Free(p);

printf("\nAfter Free, f and p are identical:");
printf("f=%p p=%p\n",f,p);

Program output:
At the begining, f=0x80488cc p=0x8049170
After Free, f and p are identical: f=0x8049170 p=0x8049170

59



The implemented heap management code consists of two fundiadios() and
Free() *functionally similar to LibOmalloc() andfree() . Table 9 illustrates how
to make a function pointdér pointing to a buffep by corrupting the heap structure. Line
L1 allocates a 40-byte buffer to p. Suppose the locationp+H6() and +60) are
tainted by attackers due to buffer overrun or double free vulnerahilitiey can be
corrupted in such a way that is similar to the effect of Lin2sand L3 (in real attack
scenarios, L2 and L3 are performed in attacker's programs). The budgdyskistem
organizes unallocated memory blocks as several double-linked dit¢sl dree-chunk
lists. Figure 16 shows an example list of free-chunks. In the implatrmmtthe header
of free-chunks is defined a$iEAP_BLOCK structure. Figure 16 shows four
HEAP_BLOCKs HEAP_BLOCK1, 3 and 4 form the free-chunk double-linked list.
(p+56) is the location of the forward link(vd) of p’s buddy block, andp+60) is the
location of the backward linkB@k) of p’s buddy block. We usé&reedBlock to
represent the heap block containing buffetVhen the buffep is freed by the function
Free() , FreedBlock ’s buddy block should be removed from its free-chunk double-
linked list and merged witkreedBlock to form a larger free-chunk. The removal of
FreedBlock ’'s buddy block is performed in Line LO, which rea@addyBlock-
>Fwd->Bak=BuddyBlock->Bak . However, becauseBuddyBlock->Fwd and
BuddyBlock->Bak are corrupted in Lines L2 and L3, the effect of executing Line LO
becomes((((UINT)&f)-12)+12)=(UINT)p , Which is equivalent té=p (Note
that “12” is the offset of th8ak field in theHEAP_BLOCKkKstructure). As we see in the
second line of the output, afteree() is called, the function pointer f now points to the
buffer p. If the bufferp contains attacker’'s malicious code, calling function poihter
later will execute the malicious code. In this example, we agaserve the scenario of
tainted pointers (i.e..BuddyBlock->Fwd  and BuddyBlock->Bak ) being de-

referenced in Line LO.

14 The source code ®alloc() andFree() are given in Appendix B.
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Figure 16: Normal Heap Structure before Buffer p is freed

5.1.3.Stack Buffer Overflow

Stack buffer overflow vulnerabilities are most well-known vulnertds. We also
constructed a proof-of-concept program for this type of vulnerability, whicis to
overwrite the return address by copying a user-input string to a bufféreastack. In
other words, return addresses are tainted by user input. Due toisptateh, we do not

illustrate this well-known vulnerability category here.

5.1.4.Glob() Vulnerabilities

Globbing is the UNIX filename matching functionality. It matchéenmes with a
pattern containing wildcards. For example, when a user issues an tidi¥and Is
~*txt , all flenames ending with .txt on the user's home directory aredfisWe
found five entries irBugtragdue to globbing vulnerabilitie®ugtraqD: 2548,Bugtraq
ID: 2550 andBugtraq|D: 2552 are buffer overflow vulnerabilities. The causes of these
vulnerabilities are discussed in previous sections.

The causes oBugtrag ID: 3581 Wu-Ftpd File Globbing Heap Corruption
Vulnerability) and Bugtraq ID: 3707 @Glibc File Globbing Heap Corruption
Vulnerability) are not buffer overflow, but both vulnerability descriptions also stiawv
existence of pointer taintedness situations. Table 10 is compiledtf@mulnerability
description of Bugtraqg ID: 3707. We see that when the four characters

\xef\xef\xbe\xad\xde are embedded in the input, the values of regi&8&isand

15 Use UNIX command “man 7 glob” to see the full dégstion of globbingfunctionality.
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edi becoméxdeadbeef . Eventually this data is used as the pointer to be freed, which
is another instance of pointer taintedness. Note that the descriptBugthq ID: 3581
is similar to this scenario.

Table 10: GlibcGlob() Vulnerability Description

Attacker’s interaction with FTP server

-> PASS AAAAAAAAAAAAAAAAAAA\xefixefixbelxad\ xde # ( <19 Bytes> <Addr
towrite> <Glob char>)

: 230 Guest login ok, access restrictions apply.

-> STAT ~AAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAL

Consequence of the attack
Examination of the registers shows that we have successfully inserted the
intended address.
esi Oxdeadbeef
edi Oxdeadbeef
On giving the ftp daemon a valid address to free, the daemon will continue to
free() the address we gave it.

5.2. Semantics for Pointer Taintedness

Starting with the programming semantics of Goguen and Malcolm [dS]séction
proposes a formal semantics to reason about pointer taintedness inmgrogitze
semantics proposed in [35] defines instructions, variables and expiesg¥e extend
this semantics to include memory locations and addresses. Usimgethery model, the
notion of taintedness is incorporated into the semantics.

We define tainted data as: (1) data coming from input devices (g.scabf(),
fscanf(), recv(), recvfrom() ), or (2) data copied or arithmetically calculated
from tainted datg. A tainted pointer is a pointer whose value (semantically equivient
“data”) is tainted. This definition can be formalized in equatidogic using the Maude
tool [22], which we used to reason about pointer taintedness.

In the semantics defined in [35]S@ore represents the current state of all program
variables. We extend this definition ofSdore to be a snapshot of the entire memory
state at a point in the program execution. The execution of a programnciiost is
defined as a function taking two argument§tare and an instruction, and producing
anotherStore . There are two attributes associated with every memory locafi@n

Store : content and taintedness Accordingly, two operationsfetch and location-

16 Taintedness is only propagated by arithmetic djmrs, such as +, * and arithmetic shifts. As antetexample, p
is not a tainted value after the following C statemn if (taintedValue>0) p=&funl(); else
p=&fun2();
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taintednessare formally defined. Thietch operationFtch(S,I) gives the content of
the addresd in storeS; the location-taintednessoperationLocT(S,I) returns a
Boolean value indicating whether the content of the specified address is tainted.

There is no notion of “variable” in this semantics. Any variable @ program is
mapped to a memory location addressed by the integer with the reame as the
program variable. For example, the C program vari&tde is mapped as a memory
location addressed by the intedeo . We define the " operator to dereference an integer,
i.e., to fetch the location addressed by the integer. Note that thesaddrk.a., the left
value) of the C program variable foo is represented by the integén ftbe semantics;
and the content (a.k.a., the right value) of the C program vafiablas represented by
(" foo ). The expressions in the semantics are arithmetic oper&gs €, - and *)
concatenating integers and integer dereferences. For example, exp28€si¢Hoo)
represents “200 plus the content of the C program variablé. Expressior200+foo
represents “200 plus the address of the C program vafable

We define two operations evaluationandexpression-taintednessfor expressions
based on thefetch and location-taintednessoperations. Theevaluation operation
Eval(S,E) gives the result of evaluating the expressiénunder storeS; the
expression-taintednessperationExpT(S,E) indicates whether expressi@contains
any data from a tainted location, e.&xpT(S,(*f00)+2) indicates whether the
expression(*foo)+2 contains any data from a tainted location, which is equivalent to
checking whether the memory location addressed by foo is taifitaes pointer
taintedness is defined as a dereference of a tainted expression.

Table 11 lists a set of axioms for thevaluation and expression-taintedness
operations, and gives examples of applying the equations for deductios.1Lédefine
how to evaluate an expression under stdreé-or example, line 1 indicates that the
evaluation result of a constahtunder storeS is the constant. Line 2 indicates that
Eval(S,"E1) can be computed by first evaluatied underS, then applyingfetch
operation on the evaluation result. The semantics of arithmetratape are defined in
Lines 3-6.

63



Table 11: Axioms ofEvaluation and Expression-Taintedness Operations

Axioms Examples
1 Eval(S,l) = | Eval(S,5) =5
2 Eval(S,"E1) = Ftch(S,Eval(S,E1)) Eval(S,*oo) = Ftch(S,Eval(S,foo))
= Ftch(S,foo)
3 Eval(S,-E1) = -Eval(S,E1) Eval(S, - 30) = - Eval(S, 30) = - 30
4 Eval(S,E1-E2) = Eval(S,E1)-Eval(S,E2) Eval(S, 3-2) = Eval(S, 3) — Eval(s, 2)
=3-2=1
5 Eval(S,E1+E2) = Eval(S,E1)+Eval(S,E2) Eval(S, 3+2) = Eval(S, 3) + Eval(S, 2)
=3+2=5
6 Eval(S,E1*E2) = Eval(S,E1)*Eval(S, E2) Eval(S, 3*2) = Eval(S, 3) * Eval(S, 2)
=3*2=6
7 ExpT (S,l) = false ExpT(S,5) = false
8 ExpT(S,”E1) = LocT(S,Eval(S,E1)) ExpT(S,*oo) = LocT(S,Eval(S,foo))
=LocT(S,foo)
9 ExpT(S,-E1) = ExpT(S,E1) ExpT(S, -5) = ExpT(S, 5)= false
10 | ExpT(S,E1-E2) = ExpT(S,E1) or ExpT(S,E2) ExpT(S,(*00)—2)=ExpT(S,(*f00))orExpT(S, 2)
= LocT(S,foo) or false = LocT(S,foo)
11 ExpT(S,E1+E2) = ExpT(S,E1) or ExpT(S,E2) ExpT(S,(*00)+2)=ExpT(S,(*foo))or ExpT(S, 2)
= LocT(S,foo) or false = LocT(S,foo)
12 ExpT(S,E1*E2) = ExpT(S,E1) or EXpT(S,E2) ExpT(S,(*f00)*2)=ExpT(S,(*foo))or ExpT(S, 2)
= LocT(S,foo) or false = LocT(S,foo)

Lines 7-12 define thexpression-taintednessperator. Note that the relationship
between theexpression-taintednesand location-taintednes®perators is similar to the
relationship between thevaluationandfetch operators. Line 7 indicates that an integer
constant is not a tainted expression. Line 8 indicates that deternwmather the
expressiortE1l is tainted is equivalent to checking whether the location addrbgsbe
evaluation result oE1 is tainted. Line 11 indicates that the expression E1+E2 is tainted if
eitherE1 or E2 is tainted. The example of Line 12 shows that the expreg4imm) +
2 is tainted if and only if the location pointed to fpo is tainted, according to the
equation in Lines 7 and 8.

Table 12: Semantics of Statements

Statement Semantics

mov [E1] <- E2 Move the evaluation result of the expresdishto the memory location
addressed by the evaluation result of the expre&sion

if T then P1 If the conditionT is true, Execut®1

else P2 fi otherwise execute2

while T do P od If the conditionT is true, execut®, repeat untill is false

Table 12 gives the informal semantics of a subset of the supptatedhents. Their
formal semantics are similar to the specifications given in, [86H are sufficient to
analyze a wide variety of program constructs in the C language. Hqwieegrare not
sufficient to faithfully model all C statements. For example,piegram counter has not
been defined in the semantics. So certain C statements, sugotas break ,
continue , return andexit cannot be modeled, but it is relatively easy to extend

the semantics for these also.
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Formal specifications of statements other than the mov statearentfairly
straightforward. Axioms defining mov statement semantics are showahle 13. The
goal is to define thdetch and location-taintednesoperations after applying a mov
instruction on stor&. The semicolon operator in our notation represents the execution of
an instruction on a store, which results in a new store. For exaggplemov
[E1l]<-E2) is the store after executimgov [E1]<-E2 on storeS. Line 1 indicates
that if the expressioR1 evaluates tX1 under stores, then when fetching the location
X1 after executing the instructianov [E1]<-E2 , we get the evaluation result BR
under stores. Line 2 indicates that if the expressigh does not evaluate %1 underS,
then when fetching the locatiofil after executing the instructionov [E1]<-E2 , we
still get the content in the locatiofil underS (i.e., before executing the instructiorov
[E1l]<-E2 ). Similarly, thelocation-taintednessemantics are defined for mov statement
in Lines 3 and 4.

Table 13: Equations Definingmov Statement Semantics

Ftch((S; mov [E1l]<-E2),X1) = Eval(S,E2) if (Eval(S,E1) is X1) .
Ftch((S; mov [E1]<-E2),X1) = Ftch(S,X1) if not (Eval(S,E1) is X1) .
LocT((S; mov [E1]<-E2),X1) = ExpT(S,E2) if (Eval(S,E1) is X1) .
LocT((S; mov [E1]<-E2),X1) = LocT(S,X1) if not (Eval(S,E1) is X1) .

ArOWNBE

5.3. Formal Reasoning of Pointer Taintedness Violations

This section performs pointer taintedness analysis for three coniifovamny
functions based on the defined semantics, and extracts their asdositurity
preconditions. The analysis identifies several well-known vulnerabjlisech as format
string, buffer overflow and heap corruption vulnerabilities, thereby showingtiater
taintedness based reasoning is able to unify different kinds of vulnerabilities.

Our experience suggests that statements needing critical examif@t pointer
taintedness are typically indirect writes, where a pointer ptingstarget address to be
written, e.g., the pointgy in *p =foo  andmemcpy(p,foo,10) . Checking indirect
write statements is important because these statementsxat in two types of pointer
taintedness violations. For example, in the staterfenstfoo , (1) if the value op is
tainted, then data foo can be written to any memory location; ()sfa pointer of a

buffer but points to a location outside the buffer, then the stateéqmentoo  can taint
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the memory locatiop points to, which may be a location of a return address, a function

frame pointer or another pointer.

5.3.1.Analysis of strcpy()

A simple but interesting examplessrcpy() , which copies a NULL-terminated
source string to a destination buffer. The string manipulation functiowsding
strcpy() , strcat() andsprintf() , are known to cause a significant number of
buffer overflow vulnerabilities. Our formal reasoning extracts sgceonditions from
the implementation oftrcpy() . The source code ddtrcpy() and its formal
representatioare given in Table 14.

Table 14: Source Code and Formal Semantics sfrcpy()

char * strcpy (char *dst,
char *src) {
char * res;
res =dst; mov [res] <- (" dst) ;
while (*src!=0) { while (~((* ” src) is 0)) do
1: *dst=*src; L1:  mov [*dst] <- (*"src);
dst++; mov [dst] <- (*dst + 1) ;
Src++; mov [src] <- (" src + 1)
} od ;
2: *dst=0; L2: mov [*dst]<-0.
return res;
}

Because the only indirect write operations in the source code hiree 1 and Line
2, two theorems listed in Table 15 need to be proved. We assume thHdUlhe
terminator (i.e., the charactel0"’) of the source string src is at the locatianc(+
srclen ), and that the size of the buffdst is dstsize. Theorem NV1 ensures that
before Line L1, the content of the variabl& is not tainted; Theorem NV2 ensures that
after Line L1, the content of theclen ™ location in the buffer pointed by dst is not
tainted. This condition eliminates the possibility of buffer overflow.3N¥ similar to
NV1, but proves the property for the memory state before Line LXdsuéed. The
security pre-conditions extracted are shown in Table 18.
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Table 15: Theorems to Prove for Functiorstrcpy()

Theorem NV1: If S1 is the store before Line L1, then
LocT(S1,dst) = false

Theorem NV2: If S2 is the store after Line L1, then
ExpT(S2, ("dst) + dstsize) = false

Theorem NV3: If S3 is the store before Line L2, then
LocT(S3,dst) = false

Table 16 gives a set of security preconditions extracted in the process of proving the
theorems. Among the four preconditions, Condition 4 is well known becauselafgbe
number of buffer overflow vulnerabilities caused by string manipulatibis dondition
has already been documented on Linux MAN pag#rapy . Condition 2 indicates the
scenario of overlap betweesmc anddst . This is examined further in Section 5.4.1.
Violation of Condition 3 may occur when a program miscalculatebotfaion of a stack
buffer, causing the function frame efrcpy() to be covered by the buffer and a

sample code violating the condition is given in Section 5.4.2.

Table 16: Sufficient Conditions to Ensure the Validity of Theorems NV1 — N¥

1. Initially, the location ofdst is not tainted.
2. The bufferssrc anddst do not overlap in such a way that the buffer dst covers the NULL-
terminator of the src string.
3. The buffer dst does not cover the function framestofpy() , which consists of the locations
&dst , &src and&res .
4. srclen < dstsize

5.3.2.Analysis offree()

We implemented a binary buddy heap management system including function
malloc() and free() . The memory block to be freed is pointed to by pointer
FreedBlock . The binary buddy heap management algorithm requires the deallocated
memory blockFreedBlock to be merged with its buddy block if the buddy block is
also free. The pointeBuddyBlock points to the buddy block-reedBlock and
BuddyBlock are structs of typelEAP_BLOCKs shown in Table 17. Ti&ze field
indicates the size of the memory chunk. Bwesy field indicates whether the memory
chunk is free. Fieldswd and Bak are pointers to maintain a doubly-link list of free

memory chunks.
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Table 17: Indirect Write Statements inFree() Source Code

typedef struct  HEAP_BLOCK {
int Size; /I The size of the block.
int Busy; /I Is this block busy?
struct HEAP_BLOCK * Fwd,* Bak; // List to the free blocks of
/I the same size

} HEAP_BLOCK;

There are three lines in theee() function where indirect write operations are
performed. Six pointers are involved in the operations, includingedBlock,
BuddyBlock, FreedBlock->Fwd, FreedBlock->Bak, BuddyBlock-
>Fwd and BuddyBlock->Bak . Table 18 states the theorems to be proved for
conditions guaranteeing that pointers are not tainted. The followicgssi®n assumes
that the offset of théwd field in theHEAP_BLOCKstructure is 2, and that the offset of
the Bak field is 3. Theorem NV1 ensures that none of the six pointersnigdabefore
executing any indirect writes.

Table 18: Theorems to Prove for FunctiorFree()

Theorem NV1: If S is the store before executing the indirect

writes, then

(ExpT(S, (* FreedBlock)) = false) and //[FreedBlock is not tainted
(ExpT(S, (* BuddyBlock)) = false) and //BuddyBlock is not tainted
(ExpT(S, M((" FreedBlock)+2) = false) and | //FreedBlock->Fwd is not tainted
(ExpT(S, M((™ FreedBlock)+3) = false) and | //[FreedBlock->Bak is not tainted
(EXpT(S, (" BuddyBlock)+2) = false) and | //BuddyBlock->Fwd is not tainted
(ExpT(S, ~((" BuddyBlock)+ 3) = false) //BuddyBlock->Bak s not tainted

The process of proving the theorems extracted a set of formalljispeonditions
that guarantee the validity of Theorem NV1. Table 19 describesath@itions. The
function Free() is safe to be called when the caller function can guarantee these
conditions. Violations of condition 1 are unlikely to occur, and the santeue for
condition 7. Violations of condition 6 cause the classic double-freeseand violations
of condition 3 and 4 lead to the popular heap buffer overflow vulnerabilityex@mple

illustrating violation of condition 2 is presented in Section 5.4.3.
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Table 19: Sufficient Conditions to Ensure the Validity of Theorem NV1

The memory range of the heap and the memory range of the current function frame do not overlap.

Immediately beforé&ree() is calledFreedBlock points to a location in the range of the heap.

3. Immediately beford-ree() is called, theFwd andBak links of the block ofFreedBlock are
not tainted.

4. All free-chunk double-linked lists are within the heap range, i.eEwabor Bak links points to any
location outside the heap.

5. No Fwd or Bak pointers in any free-chunk double-linked list are tainted.

6. Immediately beforé&ree() is called,FreedBlock is not linked in any free-chunk double-linkg
list.

7. If BuddyBlock is freed, themBuddyBlock is linked in a free-chunk double-linked list.

N

D
o

5.3.3.Analysis of printf()

We implemented a functioRrintf() , Similar to the LibC functiomrintf() ,
except thatPrintf() calls its child functionVfprintf() , Which is a simplified
version of LibC functiorvfprintf() Viprintf() implements the format directives
%%, %d, %s and%n. The total length o¥/fprintf() is 55 lines. Pointep is used to
sweep over the format string format. The argument list is swept over by @pnter

There are only two lines of indirect write operations in the fundfi@able 20). Line
L1 is to get the last digit of data and save it in theasition of the buffebuf . Line L2
is to assign the character count to the memory location pointed byrtieatcargument.
Note thatap is the argument list pointer pointing to the current argument.

_ C_:orresponding to the two indirect write operations, we need to provedabeeims
glVen‘l'lgble 21. Theorem NV1A ensures that before executing code in Linghe
memory location hosting the variable n is not tainted. Theorem NAfidBres that after
Line L1, the memory locatiobuf+10 is not tainted. Theorem NV2 ensures that before
Line L2, the expressioff* * ap) is not tainted, i.e., the memory location pointed by
(“ap) is not tainted, i.e., the memory location pointed by the content of vaaphbk
not tainted.

Table 20: Indirect Write Statements inVfprintf() Source Code

L1: buf[n]=data%10+'0";
L2: *(int*)ap = count ;
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Table 21: Theorems Need to Prove fovfprintf()

Theorem NV1A: IfSis the store before executing Line L1, then
ExpT(S,(" n)) = false

Theorem NV1B: IfS is the store after executing Line L1, then
LocT(S,(buf + 10)) = false

Theorem NV2: IfS is the store before executing Line L2, then
ExpT(S, (* " ap)) = false

Theorem NV1A and NV1B are easily proved without thecessity of specifying any
preconditions. However, the proof of NV2 could het established, as the theorem prover was
unable to proceed after certain point, which suggkesur proof obligations. After proving the
obligations as lemmas or specifying them as preitiond, the proof process was able to
complete. Eventually, when the theorem is proved, aobtain a list of formally specified
preconditions, which are describedliable 22

Table 22: Sufficient Conditions to Ensure the Validity of Theorem NV2

1. ap never points to any location within the current function frame.

*ap never points to the location of variable ap, kap != &ap

3. Suppose the memory segment that ap sweeps over is apllegtivity range no locations within
ap_activitiy_rangeare tainted beforefprintf() is called.

4. *ap never points to any location withap_activitiy range

n

The four conditions form a set of sufficient conditions, which ifséiati, guarantee
that there is no pointer taintedness situation in the analyzstwesf Vprintf()
Format string vulnerabilities do not satisfy condition 3 (Table 22). As illustratBigure
15, the tainted data (wof@k08049978 ) is located in the activity range ap, i.e.,ap
points to this data. For the other three conditions, we are curremdlyare of any
existing applications violating them. It is the programmers’ respditgitv ensure the
validity of these hidden assumptions.

5.4. Examples lllustrating Violations of Library Functions’
Preconditions

In the previous section, we have given a significant number of precoisdition
common library functions. Not all of them are likely to occur il eggplication code. In
this section, we give possible scenarios (constructed examples)idh sdme of the
preconditions detailed in the previous section are violated, and explaiarhattacker
can exploit them. To the best of our knowledge, these vulnerabilities nodveeen
reported in any real application or described in the literature.
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5.4.1.Example ofstrcpy()  Violation — Condition 2

Condition 2 in Table 16 fostrcpy() states that the buffelst does not cover
the function frame o$trcpy() , which consists ofist , sr ¢ andr es. Otherwise it is
possible to overwrite the stack frame sifcpy() and modify the address of tlist
string. Sincestrcpy() can write to the locatiofrdst) , this can be used to write to
any memory location, including function pointers, and hence transfer coninallitbous
code.

Consider the code sample in Table 23a, in which andinput are allocated on
the stack in the function frame @o() . The stringinput is obtained from the user
and passed as tlsec argument ofstrcpy() . Thedst argument ofstrcpy() is
buf +index , whereindex is computed by subtracting the lengthirgfut from the
end of the buffebuf . After strcpy() is called, the stack frame looks as shown in
Table 23b. Assume that the attacker enters an input string longer tige2Gs input.
Since the input buffer has a size of 100 bytes, this may not causs buérflow.
However, this makes the value ioflex computed to become negative, which in turn
makesdst point to a stack location befobaif and in the function frame strcpy()
(thereby violating the pre-condition). In the above example, settingndex to (-16)
makesdst point to the location of itself on the stack. Ttecpy() code then writes
to the location of*dst) , thereby overwritingist itself. Subsequent writes {&dst)
then modify the contents of the location pointed to by this new valdstaf This allows
the attacker to write any value to any memory location, including paitgréensitive

locations such as function pointers.

71



Table 23: Violation of Condition 2 ofstrcpy()

a) Sample Code b) Stack Status
void foo( ) { Hiah -
int index; g _t_ index
char input[100]; 2 input buf+ind
char buf[20]; % buf 2 ";ufx
§Canf(“%s”, input ); . o Return Address
index = 20 — strlen( input ); o _
strepy( buf+index ,input ); X Frame Pointer
} 8 2 src
n @ dst
res
Low ] L

The functionality of the code shown in Table 23a is to push data to the end of
buffer. We believe it is possible that applications require suchnatibnality. For
example, a program may need to copy data at the end of a buffer andhpeefers in
front the data. The pointer arithmetic shown in Table 23a is aniegfficneans of
implementing such an operation, so we argue that the sample code de@®restra

possible scenario in real applications.

5.4.2.Example ofstrcpy()  Violation — Condition 3

In Table 16, condition 3 dftrcpy() states thasrc anddst do not overlap in
such a way thadst covers the null-terminator afrc , otherwise thenull-terminator of
src string gets overwritten and the program can go into an infinite loopc@hibappen
in two ways: by a buffer overflow error or by an inadvertent freereas illustrated in
Table 24a and Table 24b, respectively.

Table 24: Two Cases Depicting Examples strcpy() Condition 3 Violations

a) Buffer Overflow Error b) Inadverent Free Error
char* src = malloc(20); src = malloc(40);
char* dst = malloc(20); snprintf(src, 30, “some string of
sprintf(src,”string with > 20 30 or more characters”);
characters”); free( src);
strcpy(dst, src); foo = malloc (10);

dst = malloc(20);

strepy( dst, src);

In the first piece of code (Table 24a), two buffers are allocantetthe heap and one
of them is overflowed. This buffer is then passed asstbe argument tostrcpy()
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and the other one as thist argument. Upon running this code multiple tiffesve
found that the memory manager consistently allocated nearly consecutoomssive
memory addresses 8¢ anddst respectively. As a result, when teec buffer is
overflowed, its contents spill into thist buffer, causing it to overlap with tlsec string
and cover the null-terminator, leading to a violation of the pre-conditiote Mhat this
can happen evenfiiie source and destination buffers are not nearly contiguous, provided
that the address of the destination buffer is greater than thesadidrthe source buffer
and the input string is long enough to overflow into the destination buffer.

Thesrc anddst arguments can also overlap if the destination buffer is allocated
from some portion of the source buffer. This situation is illustratddble 24b. Hersrc
is first allocated on the heap and then freed, which returrs¢hduffer to the free pool.
When malloc() requests are made subsequently flmy and dst , the memory
manager reuses the block most recently returned to it, namelgre¢hebuffer, for
allocating the bufferfoo anddst . Whenstrcpy() is called,src anddst overlap
in such a way thaist covers the null terminator afc , which is a violation of the pre-
condition. In real codes, this can happen as a result of using a Ihaffes freed on an
infrequently executed path in the code and may not be uncovered during testing.

5.4.3.Example offree()  Violation — Condition 2

Condition 2 of thefree()  function in Table 19 states that the pointer passed to
free() must be within the heap range. This arises from the fact thatrdb@
function itself does not perform this check. When a block is freedrdb@  function
checks for an integer value at the beginning of the block, which repgdbergize of the
block to be freed. If it finds such an integer, it does the fresspective of whether the
block is on the heap or not.

Consider what happens when a local buffer on the stack is passedrieethe
function in Table 25. In this code, the local arbay of functionfoo() is passed to the
function print_str() , Which checks if the length of the string passed to it is more

than the value specified by the user, and if so, frees the buffer. The pginedrich is

17We tried it with GNU-LIBC on both x86-linux and B®olaris platforms. Our results indicate that thisot an OS
or platform specific phenomenon, but a feature BUELIBC.
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freed by print_str() is aliased tobuf , which is allocated on the stack in the
function frame offoo() , leading to a violation of the pre-condition. Since this happens
only when the user enters a string of more than 50 characters, nahég uncovered
while testing. In this example, the integer which is a local variable dfoo() is
present on the stack at the beginning of the bmdk. Thefree()  function assumes
that this is the size of the buffeuf and attempts to deallocate a block of that size. Since
the user also supplies this value, it is possible to free a bloaky arbitrary size on the
stack, and overwrite the contents of any memory location.

Table 25: Violation of Condition 2 offree()

void foo() { void print_str( char* p, int n ) {
char buf[100]; if (strlen(p) >n) {
int i; free(p);
scanf(“%d”, &i); return;
scanf(“%s”, buf); }
print_str( buf , 50); printf(stdout, “%s”, p);
} }
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CHAPTER 6

DEFEATING SECURITY ATTACKS BY POINTER
TAINTEDNESS DETECTION

6.1. Architectural Support for Pointer Taintedness Detection

The theorem-proving-based static analysis technique presented in CHAPTER 5 helps
in formal reasoning about pointer taintedness, and thus exposes potentidatys
vulnerabilities. This chapter shows that the concept of pointer tairseais enables an
effective runtime detection technique, an architecture-levelhamem completely
transparent to applications. Unlike the static analysis technigaesuntime detection
technique cannot expose potential security vulnerabilities; it cardetdgt attacks when
they occur. In this sense, the static analysis technique discusied aad the runtime
detection technique in this chapter are not competing, butcomplementary.

The runtime detection mechanism is implemented as multiple genps In order
to implement the taintedness-aware memory model presented in TERAB, the
existing memory system is extended by adding an additional taingebihés each byte.
The taintedness bit is set whenever data from input devices isdciopo the memory.
Within the processor execution engine, the taintedness bit is propadgadedtainted
data are used for an operation. Whenever a tainted word is usecddress value for
memory access (data or code accesses), an exception is byiseel processor. The
operating system then handles the exception and stops the currens poodeteat the

ongoing attack.

6.1.1.Extended Memory Architecture

The memory system architecture is extended to support the notiantetitess. A
taintedness bit is associated with each byte in memory. Whemamnevord is accessed
by the processor, the taintedness bits are passed through the menahyhitgether
with the actual memory words. L2 and L1 caches and data storage thighprocessor
(registers and buffers) are also extended with the additional taintedness bits.
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The detection mechanism is designed on top of the extended memory model.
Although the underlying principle is general enough to be applicable to other
architectures, the discussion is given in the contex@iwipleScalarRISC architecture.
Figure 17 gives the enhancements of the pointer taintedness deteeahranmsm

implemented as extensions@®impleScalar

6.1.2. Taintedness Tracking

When a program performs operations using its data from memoryjritezlteess bit
should be propagated. The processor pipeline is modified to track taintddngsseral,
any CPU operation that uses tainted data as source should producedartsuott. This
mechanism is similar to the ones proposed in [26] and [73].

We distinguish between memory operations and ALU operations. A mewexly |
operation moves data from memory to a processor register, anc agération moves
data from a processor register to memory. Corresponding to the omxéebiien to each
memory byte, the processor registers are also extended to inclutkraedness bit for
each byte. For each load instruction, the data bits as well as the taintednass dofsed
from memory to register along the load path. Similarly, store ingingwrite normal

data bytes as well as taintedness bits to the memory along the store path.
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Figure 17: Architecture Design of Pointer Taintedness Tracking and Oiection

ALU instructions are responsible for propagating taintedness betegeters. The
propagation is implemented by the ALU taintedness tracking logic (shownshaded
area in Figure 17). With the few exceptions noted below, the Alitdedness works as
follows: for operations with two source operands, the taintednessfbsresultant
register are obtained by the bitwise OR of the corresponding taintdaltseessthe source
operand registers. For example, after execldib® R1,R2,R3R1 is tainted if and only
if R2 is tainted or R3 is tainted.

The following exceptional cases require special handling. (1) Shiftat®ns cause
taintedness to propagate within the operand register. If a byte ioperand register is
tainted, then the taintedness bit of its adjacent byte along #aidir of shifting is set to
1. (2) The taintedness bits of any byte AND-ed with an untainted zereleared,
because the resulting byte value is constant 0, regardless afjusier3) The compiler
idiom XOR R1,R2,RB frequently used to assign constant O to the target regiktaiie
taintedness bits in R1 are cleared as a result. This ideariswed from previous
techniques [26] and [73]. (4) Compare instructions are used for cf@ caecking. If a
tainted register R1 is compared with some untainted data in Rajnkedness bits in R1
are cleared after the operation. The rationale is that progeesnoften write input
validation code to check certain safety properties. The validation sadethe form of
compare instructions. For application compatibility, any data thatrgoes validation is
trusted after such an operation. This could potentially lead $seuidetection (a.k.a.
false negatives),or example, in situations in which the program doek akec input
values but the check algorithm is flawed. The false negative soeraae discussed in
Section 6.2.3.

Table 26 summarizes the taintedness tracking logic. The ALU daie$s tracking
logic consists of a multiplexer (MUX) selecting from four sosroé input based on the
opcode of the current instruction. These multiplexer inputs correspondfteetitgpes of
ALU instructions listed above.
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Table 26: Taintedness Propagation by ALU Instructions

ALU Instruction Type Taintedness Propagation

ALU instructions excepshift, Tainedness of R1 = (Taintedness of R2) or (Taintedness of R3).

compareandAND, e.g.,0p R1,R2,R3

Shift instruction If a byte in the operand is tainted, the taintedness bit of its adjacent
byte along the direction of shifting is set to 1.

AND instruction Untaint each byte AND-ed with an untainted zero.

XOR R1,R2,R2 Taintedness of R1 = 0000.

Compare instruction Untaint every byte in the operands of the compare instruction,.

6.1.3.Attack Detection

In general, whenever a tainted data value is used for memory aaeesdsrt should
be raised. The proposed detection mechanism is described using thetiomstsat
architecture of th&impleScalaprocessor simulator. I[8impleScalaronly the load/store
instructions and the jump instructialR (i.e., jump to the address in a register) can
dereference a pointer, which is stored in a register. The jump ptainterdness detector
is placed after théD/EX (instruction decode/execution) stage when the jump target
register value is available. The four taintedness bits in tigettaegister are OR-ed. If
any byte in the word is tainted, the output of the OR-gate is 1 andhghrection is
marked as malicious. The detector of tainted pointers for loadissiractions is placed
after theEX/MEM (execute/memory) stage; here the four taintedness bits of thesaddr
word are inputted into an OR-gate, and the instruction is markedabsiaus if the
output of the gate is 1 and the instruction opcode is load or stoheeadtual security
exception is raised in the pipeline’s retirement stage. Retiné of an instruction marked
as malicious causes the pipeline to raise a security exceptioropénating system can
then terminate the process and stop the ongoing intrusion.

6.1.4.Taintedness Initialization

Any data received from an external device that can potentiallgobtolled by a
malicious user are considered tainted, e.g., input coming from netwlarksytem,
keyboard, command line arguments, and environmental variables. All suclardata
passed from an external source to the program buffer through operatem sgdis. The
system call implementations are modified to mark every byte irbtifler as tainted
when it is returning from kernel space to user space. This cangbemented by adding

every word in the buffer to a special regigR. The value oRT is always 0, but every
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taintedness bit oRT is 1. In the current implementation, the system call moduléeof t
SimpleScalasimulator is modified for this purpose. In particular, all datavdedd to the
application through the SYS_READ (local 1/0) and SYS_RECV (netwtk are
marked as tainted. These two system calls are invoked by inpgt functions in C
library, such ascanf(), fread(), recv() andrecvfrom()

In summary, three subsystems in tBempleScalarsimulator are modified to
implement the algorithm: (1) The memory subsystem is extended hatiaintedness
bits in the memory, the cache, and the register file. (2) The origystem call
implementation is modified so th&S READandSYS_RECVWmark every byte in the
receiving buffer as tainted. (3) The instruction pipeline is extendedmplement

taintedness calculation, propagation, and detection.

6.2. Evaluation

The proposed architecture has the following properties: (1) highageén detecting
attacks tampering with both control and non-control data; (2) transpaeapplications,
i.e., the detection does not rely on any internal knowledge of the ajplgat.g., buffer
sizes, variable upper bounds, or program semantics; (3) no known fakbeeppand (4)
very small space overhead and performance overhead. These properiessated by
running synthetic programs, real network applications, and SPEC benchmarke on t

proposed architecture.

6.2.1. Security Protection Coverage

The pointer taintedness detection technique provides a significantviempent in
security coverage by protecting applications from both control dadakattand non-
control-data attacks. The security coverage of existing control-floegrity based
protections was evaluated against control data attacks only. Thans&wows that non-
control-data attacks do exist and can cause the same level atyseonmpromise in
many real applications. For a fair comparison, several appiatre employed that

were previously used to assess the existing techniques.
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6.2.1.1. Synthetic Vulnerable Programs

The effectiveness of the proposed approach is first demonstrated onbarnofm
synthetic functions that are vulnerable to stack buffer overflow, heapption, and
format string attacks respectively (Table 27).

Table 27: Synthetic Vulnerable Programs

Stack Buffer Overflow
void expl() {
char buf{10];
scanf("%s",buf);

}

Heap Corruption Attack
void exp2() {
char * buf;
buf = malloc(8);
scanf("%s",buffer);
free(p)

Format String Attack

void exp3(int s) {
char buf[100];
recv(s,buf,100,0);
printf(buf);

}

}

Detection of stack buffer overfloWhen a string of “a” characters of 24 bytes is

passed t@xpl() running on this architecture, an alert is raised at the retunuétion
(i.e., JR $31 on SimpleScalgrof expl() , which indicates that the return address is
tainted a¥x61616161 , corresponding to four “a” characters in the input.

Detection of heap corruptionFunction exp2() contains a heap overflow

vulnerability. An attack is launched by inputting 12 “a” characters tBthgte buffer.
When the buffer is freed, laad-word instructionLW $3,0($3) , which is in function
free()
B->fd->bk=B->bk

a tainted word)x61616161due to the buffer overflow condition. Because the detected

, raises an alert. As described in Section 3, a statement esentfitee() s
. When the alert is generated, regi§i8r equalsB->fd , which is
instruction attempts to dereference regi$&ii.e., theO($3) indirect addressing mode)
when its value is tainted, the alert is raised.

Detection of format string attacK he effectiveness of detecting format string attacks

is demonstrated by functie@xp3() . The function receives the striagpcd%x%x%x%n
from the socket. Wheprintf() is called, astore-wordinstructionSW $21,0($3)
in vfprintf() raises an alert. This store instruction is compiled from theersent
*ap=count described in Section 5.1.1, where the valuamis in registei$3 and the
value of count is in registe$21. When the alert is raised, the value of regi$@rin
0($3) dereference i9x64636261 , corresponding to the first four bytes of the input

string, “abcd .
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6.2.1.2. Real-World Network Applications

The three examples discussed in the previous section demonstratgoititat
taintedness detection can defeat many types of memory corruptioksaffdis section
presents results from testing real-world attacks against netpmlications running on
the SimpleScalaaugmented with pointer taintedness detection capability. In addition, the
SimpleScalaprocessor simulator is extended to support network socket applications. The
enhancement allows us to run many real-world network server applicaéiothscontrol
data attacks and non-control-data attacks are used for the evaludti@ngointer
taintedness detection technique succeeds in defeating both types of attacks.

WU-FTPD format string attackSimilar to the WU-FTPD attack described in
CHAPTER 4, an attack is constructed to exploit the format stvinigerability to

overwrite an integer word representing the ID of the login user. &fitoper protection,
this attack would escalate the attacker’'s privilege to the powetlege, offering the
attacker a full control on the fileetc/passwd  so that he/she can upload a different
version of this file. After writing a malicious entry such as
“alice:x:0:0::/home/root:/bin/bash " in the new version, the attacker
leaves a backdoor to login later as Alice, who possesses root privileges.

Now WU-FTPD is run on the proposed architecture. Table 28 shows the
attack/detection steps. When the FTP server is ready to accept usehmpittadker (the
FTP client) first authenticates to the server usiigERandPASScommands, then issues
a SITE EXEC command to exploit the vulnerability. The target integer word
representing the user ID is located in the addde$602bc20 , so the command used to
overwrite this word is:

site exec \x20\xbc\x02\x10%x%x%x%x%x%x%n

Immediately after the attack sends the malici8UKE EXEC command, the pointer
taintedness detector raises an alert indicating that theudtistt SW $21,0($3)
dereferences a tainted value in regisi8r The value of the register 3x1002bc20 ,
the same as the one specified by the attacker as the tddgess®to overwrite. The FTP
server is stopped when the alert is raised, which effectivelyepte the attack from

succeeding.
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Table 28: Attacking WU-FTPD on the Proposed Architecture

FTP Server | 220 FTP server (Version wu-2.6.0(60) Mon Nov 29 10:37:55
CST 2004) ready.

FTP Client | user userl

FTP Server | 331 Password required for userl .

FTP Client | pass xxxxxxx (the correct password of userl)

FTP Client | site exec \x20\xbc\x02\x10%x%x%x%x%x%x%n

Alert 44d7b0: sw $21,0($3) $3=0x1002bc20

NULL HTTPD heap corruption attacl he attack discussed in CHAPTER 4 is used

to test the detection effectiveness of the proposed architecturattaiblke is an attempt to
exploit the heap corruption vulnerability to overwrite CGI-BIN configoratstring as
/bin , allowing/bin/sh  to be executed as a CGI program with the root privilege.

To test the effectivenss of detectioNULL HTTPD is run on the proposed
architecture. The attacker sends a POST command with avee@atitent-Lengttvalue
(-800) to cause a heap overflow condition on the server. If the attatleenpts to
overwrite the CGI-BIN configuration, which is located in the addfed901717d, four
characters\x7d\x71\x01\x10 need to be embedded in the POST command to
precisely overwrite the heap free chunk doubly-linked list. If the oveeitolwuffer were
freed, the corruption of CGI-BIN configuration would have been accomplighesl to
presence of the pointer taintedness detector, during the execufionctbn free()
the instructionLW $3,0($3) raises an alert to stop the application process. The value
of register$3 is0x1001717d , the address of the CGI-BIN configuration string.

Table 29: Attacking NULL-HTTPD on the Proposed Architecture

HTTP Server HTTP Daemon Ready

HTTP Client POST /HTTP/1.0

Content-Length: -800

AAAAAAAAAAAAAAA. .. AAAAAX7d\X71\x01\x10....
Alert 409650: LW $3,0($3), $3=0x1001717d

GHTTPD stack overflow attacln attack is constructed to exploit the stack buffer
overflow bug in GHTTPD. It is very similar to the attack gmed in CHAPTER 4:
When GHTTPD runs on the proposed architecture, a malicious redslESt

AAAAAA...AAAAAAX94\x3e\xf\x7f  [/cgi-bin/../../../../bin/sh is
sent to the server. The first part of the requeSiAAAAA...AAAAAA
\x94\x3e\xfi\x7f is parsed as a URL. However, due to the buffer overflow

vulnerability, the last four bytes overwrite the pointer of the UBLOx7fff3e94 |,
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which is the address of the second part of the stringgi-
bin/../../..I../bin/sh . Without the protection provided by our architecture,
this would force the server to rdioin/sh ~ with root privileges. The pointer taintedness
protection algorithm effectively stops the attack when the taint®L lgointer is
dereferenced in abB instruction. The alert indicates that register $4 has a tauaee
Ox7fff3e94as specified in the malicious request, which is about to be dereferenced.

Table 30: Attacking GHTTPD on the Proposed Architeture

HTTP Server | HTTP Daemon Ready

HTTP Client | GET AAAA...AAAAX94\x3e\xf\x7f  O0/cgi-bin/../../../../bin/sh
Alert 405e58: LB $7,0($4), $4=0x7fff3e94

Traceroute double free attacKertain versions of LBNItracerouteare vulnerable

to an attack involving freeing of a heap buffer not allocatedhbifoc()  [44]. When

tracerouteis executed with the argumentgk-gy ", savestr() is called twice

to parse argumentsg x ” and “gy ”. savestr() reduces calls tanalloc() by
preallocating heap space and performs self buffer management tieerinvoked
subsequently. After-§ x " is parsed angdavestr() is called, the pointer to the block
used by savestr() is released usindgree() . When “g y ” is interpreted,
savestr() is called again, and the result is written to the block of dyrdeeed
memory. Like for *g x 7, free() is called, but this time on a region that has already
been released in the fifsee()  call. Traceroutecrashes becausee() IS using an
invalid pointer in an invalidmalloc() header. A malicious user can take over
traceroute using the double free attack method: it corrupts pointers used by
malloc/free  , then forcestracerouteto overwrite critical program data or execute
malicious code.

This experiment uses the command ltreceroute —g 123 —g 5.6.7.8
Without the detection mechanism, this results in a successful tak¥diwie the detection
mechanism, an alert is generated at a store-word instruction ifreid§ because

0x333231 s a tainted value when it is dereferenced as a pointer.
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6.2.2.Evaluation of False Positives

Along with system security, a crucial criterion of defensive systés the false
positive rate, i.e., the likelihood that the system raises an alert whenstiherattack.

The network applications discussed in Section 5.1 run smoothly on the proposed
architecture without generating any alert when there is no attackrder to more
thoroughly evaluate the false positive rate of the architecture drapphcations, six
integer applications from SPEC 2000 are run, of which only their binarytdes are
available. These applications are BZIP2, GCC, GZIP, MCF, PARS®R/PR, and the
default test cases are provided by SPEC 2000. Since none of thestesisca malicious
attack, no alert should be generated during the execution of these progednes31
shows the results of this test: the total size of these progsa®B86KB, the total number
of input bytes during the execution of the benchmarks is 2186KB, and the total number of
instructions executed is 15,139 million. During the execution of these pregraaha
single alert is raised. This experiment is a good indicator thataimexpect very few (or
even no) false positive when the proposed technique is deployed in real systems.

Table 31: Test False Positive Rate Using SPEC 2000 Benchmark Programs

BZIP2 | GCC GZIP MCF PARSER| VPR | Total
Program size 321KB| 4184KB| 485KB| 304KB| 595KB 697KB6586KB
Total number of input | 1048KB | 77.7K 282KB | 39.2KB| 743.0KB| 6.4KB| 2186KB
bytes
Total number of 5,951M | 110M 6,926M| 1,653M| 389M 108M | 15,139M
instructions
Alert generated? No No No No No No No

6.2.3.False Negative Scenarios

False negative scenarios of a defensive technique are the situatiasch an
attack escapes detection. Although pointer taintedness architdetents a larger set of
memory corruption attacks than existing control-flow integrity basetegtions, it does
not provide 100% security coverage. This section shows some synthstis where
certain degree of damage can be done to the system running on top pobpbeed
architecture.

Integer overflow attacks resulting in _an out-of-boundary array indexeger

overflow is often due to a programmer’s misinterpretations of sigmesigned, long and

84



short integers. When a programmer converts integers between thesedhgpesulting
values can be inconsistent with the programmer’s expectations. 32{¢ shows a
vulnerable function where an unsigned intagias assigned to a signed integekines 2
and 3 perform an array index boundary check to ensure tlimies not exceed the array
size. This comparison statement untaintsbecause it has been boundary checked.
However, an attacker can input a very large unsigned integéo the function. When

ui is assigned to the signed integeri becomes negative. Line 4 usesas the array
index, allowing the attacker to overwrite any memory address lowelthikaaddress of
array. Neither this technique nor the existing control data proteatidmigues stop
integer overflow attacks from corrupting memory. The integer overflaimerability
differs from other memory corruption vulnerabilities because thegamt value is
intended to be the array index, while in other vulnerabilities, the vabe#sg
dereferenced are not supposed to be pointer values: they can be embedd® in F
command, HTTP request, and IP address. To defeat the attack, the bolnchakebe
implemented correctly. Unfortunately, it is very difficult, if nohpossible, on the
hardware level, to transparently perform the check without knowledggpmfcation
semantics.

Buffer overflow attacks corrupting critical flagsTable 32(B) depicts user

authentication functionality, where a flagith is defined to indicate whether a user is
authenticated. After Line 3 sets this flag by callohg auth() , the buffer overflow
vulnerability in Line 4 can be exploited to overwrite the authenticlitey to 1. Line 5
grants access to the user according tatltk flag, and therefore an attacker can get the
access without successful authentication. The attack cannot beeddigchis technique,
as the attack simply overflows a buffer to corrupt an integer follpuwt, and no pointer

is tainted during the attack.

85



Table 32: False Negative Scenarios

(A) Integer overflow causing array (B) Buffer overflow causing (C)Format string attack causing
index out of boundary critical flags to be corrupted information leak
void foo( void bar () { void leak() {

unsigned int ui) { 1: int auth; 1: int secret_key;
1: inti=ui 2: char buf[100]; 2: char buf[12];
2: if (i >= ArraySize) 3: auth = do_auth(); 3: recv(s,buf,12,0);
3: i=ArraySize -1, 4: scanf(*%s”,buf); 4: printf(buf);
4: array[i] = 1, 5: if (auth)
} grant_access();

}

Format string attacks causing information leakdthough this technique prevents

the attacker from overwriting data through a format string attadieT32(C) shows that
such a vulnerability could allow the attacker to get private infaomdrom memory data
regions such as the stack. Functleak() defines an integesecret_key on the
stack. A user input buffdouf is passed tgrintf() as the format argument. It has
been shown that if the attacker seadied%x%x%x%rto the buffer, an alert is raised
because th&ondirective attempts to dereference a tainted pointer. Howdwbe input

is %x%x%x%xthe attacker can read the top four words on the stack, including the
secret_key . Such an information leak attack can be used for future security
compromises not based on memory corruptions, for example, attacks ltoustea
passwords and secret random seeds.

Despite these false negative scenarios, the proposed technique sllystanti
improves security coverage because (1) most attacks corrupting both dat&radnd
non-control data can be effectively defeated, (2) the false imegatenarios are in
general not defeatable by any generic runtime detection techniquedleat aware of,
and (3) the false negative scenarios are rare in the real world.

Effectively exploiting buffer overflow vulnerabilities without corrugg any pointer
is also challenging for attackers, because only a limited numbeorofs following the
buffer can be overwritten. For stack overflow, the critical flagtrbesin the same frame
as the buffer being overrun. For heap overflow, this limit is guarded bip¢h&ons of
the free-chunk links following the buffer. Once the overflowed data escee limit,
this technique raises an alert because the return address arktherk tainted. The
technique cannot prevent information leak damage in format sttiagks, but their

severity is expected to be much lower than for memory corruptions.
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One direction that can potentially reduce the false negativeisrdte sacrifice the
transparency of the proposed taintedness detection architecture.nifmegsacan be
asked to annotate important data structures that should nevaintsel.t The annotated
data can then be monitored by the architecture. Then, whenever an ahstiataure

becomes tainted, an alert is raised.

6.2.4. Architectural Overhead

Area overhead The proposed method will incur some area overhead in a
microprocessor and in the overall memory system. Within the procelssadata path
between pipeline stages needs to be expanded to accommodate tliadamtat for
each byte of data. The internal physical registers, buffers, and othestdectures should
be expanded, as should the data bus between the processor, caches, andnamgeigal
banks. Physical memory banks should also increase in width to accomntiogate
taintedness bit.

Performance overheadThe proposed detection mechanism should not cause

slowdown or longer cycle time in the pipeline of a modern processorisTbéxause the
propagation of the taintedness bits through load, store, and ALU operatiomt arethe
critical path of these operations. For example, in executing add r1, tBe@jintedness
tracking algorithm need only perform a logic OR operation, which canrbecaut in
parallel with the add operation. In fact, the logic OR operationstédgs time than the
add operation to complete, so the taintedness tracking algorithmawilhcrease clock
cycle time for the ALU pipeline stage. For load and store operatioasaintedness bit is
directly copied from source to destination and therefore can bermed at wire speed.
At the retirement stage, the processor checks whether a menu&ss gtoad/store or
control flow transfer instructions) uses tainted address valueghwia single bit
operation. Again, the checking is simpler than the normal operationsragdiar
instruction retirement. Based this analysis, we believe thatgbeations for the pointer
taintedness algorithm do not add pipeline stages or increase cycle time.

Software processing overheaflhe operating system kernel requires changes. In

particular, the kernel should mark data originating from input sysi@ as tainted.

This can be done before the operating system passes such data Usseksigace. If we
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assume that tainting a byte requires an additional instruction, tbenpege of additional
instructions executed by a SPEC benchmark program is between 0.002% and @2% bas
on the data in Table 31. Since the current prototype is based oreagmosimulator, the
discussed operating system enhancement is implemented via sy$itenteozeption.

Actual modification of the operating system requires further investigation.
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CHAPTER 7

COMBINING STATIC ANALYSIS AND RUNTIME
DETECTION

7.1. Taking Advantage of Static Analysis and Runtime
Detection

The theorem-proving-based static analysis technique and the runtinwiotete
technique have both advantages and disadvantages. The static analysjsiéetb@s not
require any physical modification to the processor architecture,itbuequires a
substantial amount of human interventions to perform the theorem-pr@sikg The
runtime detection technique is fully automatic, but the modificatiothéoprocessor,
especially the taintedness bit extension to the memory systenmmptiées a deployment
difficulty in the near future. This chapter demonstrates a techmiopdining the static
analysis and the runtime detection technique. This technique providgisea tiegree of
automation in deriving security specifications, and it relies onimenichecking to
enforce these specifications. Because the reasoning of pointediasgeis performed
statically, there is no need to physically implement the taintecivease memory system,
which can offer an easier deployment on the current architecture.

7.2. Deriving Security Specifications for Functions

7.2.1.Flowchart Depicting the Technique

To provide a higher degree of automationyexification condition generation
technique (a.k.a.yC generatiop is used, which is essentially a backward reasoning
process: for each instruction containing a pointer dereferenasitiahVVC is specified
stating that “the value of this pointer at this instruction should ntaibted.” Assuming
the program countepc is n at this instruction, this VC is denoted as VC(n). The
functionality of the VC generator is to start with VC(n) to det@(n-1), VC(n-2) ....
VC(0), based on the semantics of instructions in the analyzed funct®(®) Vs the

security specification that needs to be satisfied at the enttiyeofunction in order to
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ensure VC(n) at instruction n. In other words, since VC(n) statésnteuction n does
not dereference a tainted value, VC(0) is the sufficient condthah eliminates the
pointer taintedness possibility at instruction n.

Figure 18 gives a flowchart depicting the process of extracting isecur
specifications. First, C source code of the function to be analgzedmpiled to its
formal semantic representation, which is a simple assemblydilguage defined as a
Maude module. This language is referred to as language L. Based oroghanpin
language L, for each pointer dereference in an assignment instfubigoVC generator
automatically specifies an initial VC stating that the poirgerot tainted. Finally, the VC

generator gets into an iteration to generate VCs for each instruction.

C source code of the analyzed functipn

Compiling
A 4

| Assembly code in language L |

v

For each pointer dereference imav
instruction, generate an initial VC

stating that the pointer is not tainted

Starting from each initial VC, apply VC
generation rules to derive VCs backwards, ile.,
VC(n), VC(n-1)... VC(0), for each instructior

A

VC(0) is the security specification of
the analyzed function.

Figure 18: Flowchart of Security Specification Extraction
7.2.2.Language L
Language L is an assembly-like language, consisting of a few prognastructs —
move instruction, branch instruction, integer, Boolean, dereferencetiopeaad ALU
operations. The difference between Language L and the formal sendeafidion
discussed in CHAPTER 5 is that Language L consists of branch tistruzut nowhile
andif instructions. Language L is more suitable for performing VC ganaraistruction

by instruction. The semantics of Language L instructions are given in Table 33.
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Table 33: Language L Instructions

Instruction Semantics (i.e., VC generation rule)

inst(n): mov [E1] <- E2 Assign the evaluation result BR to the memory location
addressed by the evaluation resulE&f The semantic definition
similar to the one given in Section 5.2

inst(n): branch B m If Boolean expressioB is evaluation to true, jump to instruction
otherwise, continue on instructior1.

VC(n)=(~ B -> VC(n+1)) && (B -> VC(m))

inst(n): no-op Null operation

VC(n)= VC(n+1)

7.2.3.Compiling C Program to L Program

A compiler was implemented to automatically compile a functiattemrin C to the
representation of Language L. Table 34 gives the source code of fusttipg()
and the object code automatically generated by the compiler.cOhwmpilation is
straightforward. For example, C assignmees = dst corresponds to instruction
inst(1) , whereres anddst are the memory addresses of varialbéss anddst in
C program. The while statementliile (*src!=0) " is translated tanst(2),
inst(3), inst(7) andinst(8) . Semanticallyjnst(3) means that if double-
dereferencing the address of variagde (i.e.,””~src ) yields 0, jump tdnst(8)
The symbol~ is the ‘hot ” operator. C statementréturn res " is translated to
inst(10) andinst(11) , wherestrcpy represents the return value of the function

strcpy()
Table 34: Source Code oftrcpy()  and Object Code in Language L

char * strepy ( inst(1) = mov [res] <-~dst.
char *dst, char *src) { inst(2) = no-op .
char * res; inst(3) = branch (~(~("src is 0))) 8 .
res =dst; inst(4) = mov [Mdst] <-~"src.
while (*src!=0) { inst(5) = mov [dst]<- ("“dst)+1.
*dst=*src; inst(6) = mov [src] <- ("src)+1.
dst++; inst(7) = branch true 2.
Src++; inst(8) = no-op.
inst(9) = mov [*dst]<-0.
*dst=0; inst(10) = mov [strcpy] <-*res .
return res; inst(11) = branch true 12 .
} inst(12) = no-op .
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7.2.4.VC Generation

To eliminate pointer taintedness, it must be ensured that at ewirgct write
instruction, the target address does not contain a tainted value. rgulexan function
strcpy() ,atinst(4) ,”~dst must not be a tainted value; andrest(9) , ~ dst
must not be a tainted value. These are formally specified \AS(4) =
TAINTEDNESS(” dst) is false " and “VC(9) = TAINTEDNESS(” dst)
is false ", where TAINTEDNESS(x) is a function to test the taintedness of
expressiorx. The VC generator then starts the backward reasoning, which autipatic
extracts the loop invariant. In this case, the loop invariantivialty “VC(3) =
TAINTEDNESS(™ dst) is false ". The next section presents two non-trivial

examples to show the VC generation process.

7.3. Case Study
7.3.1.Function Vfprintf()

Static Extraction of Security Specificatiohable 35 gives our implementation of

Viprintf() , which is a simplified version of LibC standard functidprintf()

Viprintf() iImplements the functionalities 6%, %s, %d, %n format directives.
The function consists of 57 lines of C statements. The compitematically compiles
Viprintf() to the object code shown in Table 36. Only two indirect write
instructions are present in the code. ipst(31) , the VC generator specifie¥C(31)

= TAINTEDNESS(buf + ”n) is false " for inst(31) and VC(56) =
TAINTEDNESS("p) is false " for inst(56) . The VC generation process starting
from VC(31) ends with ¥C(27) =true 7, indicating thatvC(31) always holds no
matter howVfprintf() is called. This is because buf is an address constant geherate
by the compiler, which is not a tainted value, and because n isizeitiaio be 0 and
incremented by 1, not a tainted value either. Therefore, the VC genepbcess
naturally eliminates the possibility of pointer taintednessinst(31) . However,
VC(56) is not a trivial condition. The VC generator automatically extrd¢C(8) =

(~ (" state is 1) && ™ ™ p is 110) -> TAINTEDNESS(” ap) is

false ”. This suggests that at the entry of the while loop body, if sttaot 1

92



(indicating a ‘%’ character being the most recent charactieiformat string) antp is
‘n’ character (110 is the ASCII code ar}, then pointer ap should not be a tainted value.
This is becaus&fprintf() will encounter %ri and use*ap as a pointer value in
this iteration. Note that deriving this precise loop invarM6{(8) is a fully automatic
process.

Table 35: C Source Code o¥/fprintf()

int Vfprintf (char *s, char *format, while (n>0) {
char * ap) n--;
{ done++;
char * p, *q; }
int done,state,data,n; }
char buf[10]; else if (*p=="s") {
p=format; g=*ap;
done=0; if (q==0) break;
if (p==0) return 0O; while (*q!=0) {
state=1; done++;
while (*p 1= 0) { g++;
if (state==1) { }
if (*p=="%") state=0;
else else if (*p=="n") {
done++; q = *ap;
} *(int *)q = done;
else { done++;
if ("p=="%") {
done++; else { done++;
} }
else if (*p=="d") { state=1,;
data=*ap; }
if (data<0) { p++;
done++; }
data=-data; return done;
}
n=0;

while(data>0 && n< 10 ){
*(&buf+n)=data%10+'0’;
data/=10;
n++;

}
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Table 36: Object Code ofvfprintf() in Language L

inst(1) = mov [p] <- ~ format inst(34) =  branch true 29
inst(2) = mov [done] <- 0 inst(35) = no-op
inst(3) = branch (~(" pis 0)) 6 inst(36) = branch (~(0 <~ n)) 40
inst(4) = mov [Vfprintf] <- 0 inst(37) = mov [n]<-("n)-1
inst(5) = branch true #return inst(38) = mov [done] <- (*done) + 1
inst(6) = no-op inst(39) = branch true 35
inst(7) = mov [state] <- 1 inst(40) = no-op
inst(8) = no-op inst(41) =  branch true 61
inst(9) = branch (~(~(" " p is 0))) 66 inst(42) = no-op
inst(10) = branch (~(" state is 1)) 18 inst(43) = branch (~(*~ p is 115)) 53
inst(11) = branch (~(* " pis 37)) 14 inst(44) = mov [g] <-""ap
inst(12) = mov [state] <-0 inst(45) = branch (* qis 0) 40
inst(13) = branch true 16 inst(46) = no-op
inst(14) = no-op inst(47) = branch (~(~(* ~q is 0))) 51
inst(15) = mov [done] <- (* done) + 1 inst(48) = mov [done] <- (*done)+ 1
inst(16) = no-op inst(49) = mov [g]<-("q)+1
inst(17) =  branch true 63 inst(50) = branch true 46
inst(18) = no-op inst(51) = no-op
inst(19) = branch (~(** p is 37)) 22 inst(52) = branch true 61
inst(20) =  mov [done] <- (* done) + 1 inst(53) =  no-op
inst(21) =  branch true 61 inst(54) = branch (~(* * pis 110)) 59
inst(22) = no-op inst(55) = mov [g] <-*"ap
inst(23) = branch (~(*~ p is 100)) 42 inst(56) = mov [*q] <- ~done
inst(24) =  branch (~(* data < 0)) 27 inst(57) = mov [done] <- (*done) + 1
inst(25) =  mov [done] <- (* done) + 1 inst(58) = branch true 61
inst(26) = mov [data] <- -  data inst(59) = no-op
inst(27) = no-op inst(60) = mov [done] <- (* done) + 1
inst(28) = mov [n] <-0 inst(61) =  no-op
inst(29) = no-op inst(62) = mov [state] <-1
inst(30) = branch (~(0 <~ data inst(63) = no-op

&& " n<10)) 35 inst(64)= mov [p]<-("p)+1
inst(31) = mov [( buf+ " n)]<-( inst(65) =  branch true 8

(~ data rem 10) + 48) inst(66) = no-op
inst(32) =  mov [data] <- * data /10 inst(67) = mov [Vfprintf] <- ~ done
inst(33)= mov [n]<-("n)+1 inst(68) = branch true 69

inst(69) = no-op

Runtime Checking the Security Specificatidaving the formally extracted security

specificationVC(8) , it is straightforward to specify a runtime assertion to enfdrce
(Table 37) Because format string vulnerability is due to pointetedness, deploying

this assertion can defeat format string attacks.
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Table 37: Vfprintf() with a Runtime Assertion

int Vfpintf(FILE *s, const char *format, va_list ap) {
while (*p 1= 0) {

assert (I(*p==110 && state |= 1 && !UNTAINTED(ap)));
/Istatically extracted specification

-

int Printf (const char *format,..)

.rléturn Vfprintf (stdout, format, arg);

void main() { unsigned Int stack_top;

< mov %esp, stack_top;
Printf("string=%s\ni=%d\n%n",buf,i,&j); ADD_UNTAINTED_ADDR (stack_top-4);
scanf(“%s”,buf);
Printf(buf);
} REMOVE_UNTAINTED_ADDR (stack_top-4);

The assertion requires three basic procedures, which can be im@drogrgoftware
or dedicated hardwarddDD_UNTAINTED_ADDR(p)adds the addregs to a set of
“untainted” addresses, indicating that the content |n is not tainted;
REMOVE_UNTAINTED_ADDR(pyemovesp from the set;UNITATINED(p) is a
Boolean function checking whetheiis in the set or not. The security specificatitit(8)
can be enforced by an assertioassert (I(*p==110 && state != 1
&& 'UNTAINTED(ap))) . With this assertion, there is no possibility of pointer
taintedness ivfprintf() , and thus no possibility of format string attacks.

To correctly call the safe version gfprintf() , the compiler should insert a pre-
call-stub and a post-call-stub to maintain the set of untainte¢ssisy. In the example,
because the firderintf() call inmain() has a &) ” argument, which is an address
generated by at compile time. The wo&j “ is located in the addrestack _top-4
so the compiler should adstack top-4 to the set of untainted addresses before
calling Printf() . WhenPrintf() returns, the addrestack_top-4  needs to be
removed from the set.

When the above program is running, the flPsintf() behaves as normal. The
secondPrintf() behaves as normal for most infuif , but when the user input is an
attack string, e.g.,%d%d%d%d%d%d%d12343%iine program raises an exception,

which demonstrates the precision of the detection technique.
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7.3.2.Function Free()

Heap corruption attacks are due to the taintedness of free-chunky-tiokbdt list.
The tainted pointers are manipulated in functicee() = of some heap management
systems. A heap management system is implemented, and the techmipgpked on the
function Free() , which is the deallocation function similar to the standard LibC
functionfree()

Static Extraction of Security Specificatiohhe source code diree() (shown in
Table 38) is compiled to the object code (shown in Table 39), whetg),
inst(24), inst(25), inst(29) and inst(30) are the only indirect write
instructions. Starting fromVfC(2) = TAINTEDNESS("* FreedBlock +4) is
false ”, the VC generator derivesvC(1) = TAINTEDNESS(” p) is false
Starting from YC(24) = TAINTEDNESS (* (* BuddyBlock + 8) + 12)
isfalse " and “VC(25) = TAINTEDNESS (* (* BuddyBlock + 12) + 8)
is false 7, the VC generator derives/C(1)= (TAINTEDNESS(" (* x + 8))
is false) && (TAINTEDNESS(™ (* x + 12)) is false) " where x =
HEAP_BASE + ((* p) — 16 — HEAP_BASE) xor (* ((* p) — 16))

Similarly, starting from VC(29) = TAINTEDNESS(® FreedBlock +4) is
false ” and “VC(30) = TAINTEDNESS(” FreedBlock +4) is false ", the
VC generator derivesVC(1) = TAINTEDNESS(” p) is false ". Therefore, the

security specification of functiofree() is the conjunction of all these forms\WwE(1) ,
i.e., (TAINTEDNESS(” p) is false) && (TAINTEDNESS(” (" x + 8))

is false) && (TAINTEDNESS(™ (* x + 12)) is false) ”. The informal
interpretation of this specification is straightforward — to selgwall Free(p) , none of

p, Xx->Fwd orx->Bak can be tainted, whereis the buddy block gb.

96



Table 38: C Source Code ofFree()

typedef struct _HEAP_BLOCK {
int Size; // The size of the block.
int Busy; // Is this block busy?
struct HEAP_BLOCK * Fwd,* Bak;
} HEAP_BLOCK, * PHEAP_BLOCK;

char * BlockSizes;
void Free(char * p)

int BlockSize,i;
char * BuddyBlock,* FreedBlock;
int FreeBlockListindex, MergeExit;

FreedBlock=p-sizeof(HEAP_BLOCK);

/I Mark this block free.
FreedBlock->Busy=0;
BlockSize=FreedBlock->Size;

FreeBlockListindex =
CalculateFreeBlockListindex(BlockSize);
FreeBlockListindex=0;
while (BlockSize >
*(BlockSizes+FreeBlockListindex)) {
BlockSize = BlockSize / 2;
FreeBlockListindex++;

}

MergeExit=0;

/I see if we can merge the buddy block

while (FreeBlockListindex < 6 && MergeExit==0) {

BuddyBlock = HEAP_BASE + (FreedBlock —
HEAP_BASE) » BlockSize;
if (BuddyBlock->Busy || BuddyBlock->Size !=
BlockSize)
MergeExit=1,
else {
/I Make a bigger block and free it.
BlockSize*=2;
FreeBlockListindex++;
if (BuddyBlock<FreedBlock)
FreedBlock = BuddyBlock;
BuddyBlock->Fwd->Bak=BuddyBlock->Bak;
BuddyBlock->Bak->Fwd=BuddyBlock->Fwd;

}
}

/ILet's insert this freed block to the list.
FreedBlock->Size = BlockSize;
FreedBlock->Busy = 0;
InsertTailList(FreeBlockListindex, FreedBlock);

}

Table 39: Object Code ofFree() in Language L

inst(1) = mov [FreedBlock] <- (" p - 16)
inst(2) = mov [* FreedBlock + 4] <- 0

inst(3) = mov [BlockSize] <- * (" FreedBlock + 0))

inst(4) = mov [FreeBlockListindex] <- 0
inst(5) = no-op

inst(6) = branch (~(* ((* BlockSizes + ” FreeBlockListindex)) < ~ BlockSize)) 10

inst(7) = mov [BlockSize] <- (" BlockSize / 2)

inst(8) = mov [FreeBlockListindex] <- (* FreeBlockListindex) + 1

inst(9) = branch true 5
inst(10) = no-op

inst(11) = mov [MergeExit] <- 0
inst(12) = no-op

inst(13) =  branch (~(" FreeBlockListindex < 6 && ~ MergekExit is 0)) 28
inst(14) = mov [BuddyBlock] <- (HEAP_BASE + ((((* FreedBlock - HEAP_BASE)) xor

" BlockSize))))

inst(15) = branch (~(~(" ((* BuddyBlock + 4)) is 0) || ~(* (* BuddyBlock + 0))
is ~ BlockSize))) 18.

inst(16) = mov [MergeExit] <- 1

inst(17) = branch true 26

inst(18) = no-op

inst(19) = mov [BlockSize] <- 2

inst(20) = mov [FreeBlockListindex] <- (" FreeBlockListindex) + 1

inst(21) = branch (~(* BuddyBlock < " FreedBlock)) 23

inst(22) = mov [FreedBlock] <-  BuddyBlock

inst(23) = no-op

inst(24) = mov [* (* BuddyBlock + 8) + 12] <- ~ (* BuddyBlock + 12)

inst(25) = mov [* (* BuddyBlock + 12) + 8] <- ~ (* BuddyBlock + 8)

inst(26) = no-op
inst(27) = branch true 12
inst(28) = no-op

inst(29) = mov [ FreedBlock + 0] <- " BlockSize

inst(30) = mov [* FreedBlock + 4] <- 0
inst(31) = no-op
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Runtime Checking the Security Specificatibhe formal analysis of the source code

of Free() clearly suggests the above security specification. A simplawardssertion
can be formulated to check this specification in practice. Givenrdepi to be freed,
calculatep’s buddy blockx is calculated. The assertion is-*Fwd->Bak = x &&
x->Bak->Fwd = x”. For an uncorrupted heap structure, sikde a memory block in a
doubly-linked list, this assertion should holds, so there is no false pasigwario. In the
meanwhile, it provides a very effective detection against heap camuptitacks.
Theoretically, there could be two false negative scenarios in whetattack occurs
without being detected, but these scenarios are either succeatkgiigible probability,
or they can only overwrite attacker-already-controllable memorgtimts (i.e., a
chicken-and-egg situation), and thus have little use to compromise tgetat us
discuss these scenarios in detail.

Scenario (1): If the values of>Fwd->Bak andx->Bak->Fwd can
be overwritten by the attacker, he/she can bypass our check by spexifysng
the value. However, the consequence of a heap corruption attack isvoitever
the memory locations->Fwd->Bak andx->Bak->Fwd . If the attacker has
already possessed the capability of overwriting these two words, ithee
need for the attack.

Scenario (2): If the input pointgy is a tainted value, the pointer x
derived fromp is also tainted. With a very small probability, the memory
locations that the attacker wants to overwrite happen to ysafisf assertion
“x->Fwd->Bak = x && x->Bak->Fwd = x " (again, note that the
attacker attempts to overwrite->Fwd->Bak and x->Bak->Fwd ). We
argue that the coincidence of this small probability with the progriag bug
of freeing a taintable pointer is negligible in reality.

Table 40 shows a runtime assertion embeddéder() , which deploys the above
assertion at the entry of the function. Functioain() emulates a heap corruption
attack. By overwriting the addresses60 andp+56, the attack attempts to overwrite

the function pointef top. This attack is detected by the assertion.
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Table 40:Free() with a Runtime Assertion

void Free(char * p)
{ HEAP_BLOCK * x=(HEAP_BLOCKY)
(HEAP_BASE + (((p-16) - HEAP_BASE) ™ (*(UINT*)(p-16))));
assert( x->Fwd->Bak==x && x->Bak->Fwd == x);

...... (the original source code)

int main()

{ char*p;
void (*f)();
p = Malloc(40);
*(UINT*)(p+60)=(UINT)p;
*(UINT*)(p+56)=((UINT)&f)-12;
Free(p);

}

7.4. Limitations

The two examples demonstrate that the proposed technique is &nimatly derive
security specifications for non-trivial programs. For these twdicodar examples, the
extraction of security specifications is accomplished fully autimaldy. However,
specification extraction in general is a very hard task, espewiben constructing loop
invariants (an induction task). Applying automatic formal techniques tgzmprogram
properties is a focused topic in formal method and programming language communities.

The emphasis of this thesis work is primarily on the concept of pdaitéedness,
rather than the automation of the formal analysis technique. Thesgoashow that: (1)
pointer taintedness is a common root cause of many security vulitEsbil2) the
semantics of pointer taintedness can be formally defined; anda@&)niag about pointer
taintedness can extract security specifications, and formdioagetcan substantially

assist the reasoning process.
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CHAPTER 8
CONCLUSIONS AND FUTURE DIRECTIONS

Measurement and analysis of security vulnerabilities is crimiadlesigning secure
computer systems. This thesis begins with the study of vulnerabjitytsepublished in
Bugtraqlist and CERT advisories. An in-depth analysis of vulnerability tepamd the
corresponding source code of the applications suggest three charestefisecurity
vulnerabilities: (1) exploits must pass through a series of ele@me activities; (2)
exploiting a vulnerability involves multiple vulnerable operations onrséwabjects; and
(3) the vulnerability data and corresponding code inspections allow us it@ aer
predicate for each elementary activity, and a security vulneyaliditthe result of
violating the predicate in implementation. These three observatiars/ate the
development of the FSM model to depict and reason about security ilitiesa Each
vulnerability is modeled as a series of primitive FSMs (pFSMb)ch depicts a derived
predicate. The proposed FSM methodology is exemplified by analyzing ssxerslof
vulnerabilities, such as buffer overflow and signed integer overflow. pH&Ms are
classified into three types, indicating three common causes aidteled vulnerability.
These causes reflect different aspects of security consaexatand suggest
opportunities for providing appropriate checks to protect the systems.

Although most memory corruption attacks and Internet worms engaoirol-data
attacks, an in-depth source code analysis of many real-world memoryahilities
indicates that many types of security-critical non-control datebeacorrupted in order to
compromise security. Oukpplicability Claim of Non-Control-Data Attackstates that
many real-world software applications are susceptible to attacks dbanhot hijack
program control flow, and the severity of the resulting security pcomises is
equivalent to that of control-data attacki® validate the claim, several non-control-data
attacks are constructed to get the root privilege on real FTR, B&8net, and HTTP
servers. Each attack exploits a different type of memory vulndyalslich as stack
buffer overflow, heap corruption, integer overflow, and format string vulngyalidased

on the results of the experiments, it is shown that control flow ityagmot sufficient to
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provide software security. The general applicability of non-control-datkattapresents
a realistic threat to be considered seriously in defense rbs@dre analysis shows the
necessity of further research on defenses against memory corruptiech didascks.
Finding a generic and secure way to defeat memory corruption aitask an open
problem. Despite their general applicability, non-control-data attaaks less
straightforward to construct than are control-data attacks, beth@s®rmer require
semantic knowledge about target applications. Another important dohsisathe
lifetime of security-critical data. Reducing data lifetime suggested as a secure
programming practice that increases software resilience to attacks.

To develop comprehensive defensive techniques to defeat both controltdeks at
and non-control-data attacks, it is important to extract the commorcaase of most
memory corruption attacks. The analysis in this thesis of vareeigity vulnerabilities
indicates that such a root cause is pointer taintedness i.e., anynmroggaerror causing
a pointer value to be derived directly or indirectly from user input. ygnting pointer
taintendess, many attacks can be foiled, inlucding stack smashimgditeess of a return
address), heap corruption (taintedness of the doubly-linked list of heaghue&s),
format string attack (taintedness of an argument pointer) and globbacl &aintedness
of a pointer to be freed). Based on the notion of pointer taintednesghéiis has
demonstrated two techniques to enhance the security of real-world systems:

(1) Pointer taintedness avoidance: — uncovering security vulnerabilitie®urges
code analysis. To perform source code analysis, first a formalnfienafinition of
pointer taintedness is given, including a taintedness-aware memoegy amatinstruction
semantics. On top of the semantic definition, a theorem-proving techsigiexeloped
to analyze C source code at machine code level. For each analge&dr, the theorem
prover helps to extract a set of security specifications. Thefazion of these
specifications guarantees no possibility of pointer taintedness ittsgléunction. This
technique has been applied to analyze several LibC functions and sem#tdtinctions
of HTTP servers. In each case, the negations of extracted spmifficsuggest scenarios
of potential vulnerabilities, and thus the notion of pointer taintednesslps a unifying

perspective for reasoning about security vulnerabilities.
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(2) Pointer taintedness detection: checking pointers at runtime. A poocess
architecture level mechanism is proposed to detect pointeedamds at runtime. Its
prototype is currently implemented on tl&mpleScalarprocessor simulator. The
mechanism consists of four major components: taintedness-awar@rynenodel,
taintedness initialization, taintedness tracking and pointer tairgsdistection. Based on
an extensive evaluation using both synthetic and real-world network djgpig;aand the
SPEC benchmarks, we conclude the following: (1) the proposed arclet@cavides a
substantial improvement in security coverage; (2) a near-zes® falsitive rate can be
expected when the architecture is deployed; and (3) despite gothetik false negative
scenarios, running programs on the proposed architecture minimizebahees of a
successful attack; the incurred architectural overhead is likelpet low; and the
approach is transparent to existing applications, i.e., applications canvittuout

recompilation.

Future Directions A unique aspect of this thesis research is its analysiseentr
approach. A significant amount of effort is on the analysis of weald security
vulnerabilities and attacks, which has provided the basis for sexvavabbservations and

ideas.
Some directions for future work include:

(1) An analysis of how different programming styles affect sudméfytito security
attacks. For example, as seen in CHAPTER 4, the long lifetiireecurity data is a
requirement of many security attacks, but in many cases thignkfetan be greatly
shortened by using a different programming style. It would be interestiegpiore

whether compiler techniques can be used for such program style transformations.

(2) Although memory vulnerabilities are still primary threatssecurity, many other
categories of vulnerabilities are emerging, especially thoddTiP servers and web
browsers, such as cross-site scripting, cross-domain issues, nggtion, and URL
obfuscations. None of them is due to memory corruption vulnerabilities. &iyngmary
investigation about these vulnerabilities suggests that it is prognio apply formal
semantic analysis to reason about them. A web browser enhancedett ttheise

vulnerabilities would benefit millions of users.
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(3) To study historical data about how security vulnerabilitiesewdiscovered,
reported, and patched in order to evaluate is the effectiveness ofirtleat patching
mechanism against real-world attacks, such as viruses, worms, akitisr@.e., kernel
model malcode). An analysis of such data can motivate a maceeffway for applying

patches in a more secure, more comprehensive, and more timely manner.
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